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mo.o.d  Usgiineieu vie nanumiaii Tumesnuinsaiunmsindiemu
A
moas.  Hanmanuileeduivssdndvesuitn viemnldfliuanmanues
yaransfiiudiuinveuvesiudn Tasyasnstdudesihnuauasaiuauing
moe.e0.  vanUsziuanudemeniuseilsuddnuiens Imeian)
mo.o.c.  Hoshifuusninetas vietetas madvie
mel.  dafvuaniInTIedeUYBIYAAINIVeTinuTazitanUfiRNulunsy

(Term and Conditions of employment)
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melbe. sEAMMIANMIetTey Usnand luamufinssiunuiduasussia
N13ANA
molbl. luiusewmseussmatudng vesiiuau/uana
melbm  UgiHnsvneu warUszaunisainisineu
Mo  UBUANENIULAAITIAUYRINNW/YARS WUTRTUTEVIUVSOLONaNTTEY
AIYARA
nolb.d  foudinanuduiivsedng assiuuseamaudng
an.lo. 52%319115919974 (During employment)
AdsUsznauluaie
- wihiinuRieveuveuIms (Management responsibilities)
- msadeeuaseviin mslianug uasnsfineususnuasiunsUasnde
asaune (Information security awareness, education and training)
- N3BUIUNNTNNNIUE (Disciplinary process)
.o, VIULIANITINIUAIUAITWAILISZUUAITEULNA
Mmo.0.0.  TONRUATUNISTWAILITZUUAITEUINA

n.©.6.0.0. TuauaulunsadunuLasiduanonMenISUNIT
n.9.6.6.0. INTLAIAIAENTSUNISIUALBY/ATIA5U/ARENSSUNISTOR
0n.©.6.6.60. U18UNANTAN I TLUULALLALANADINITE LY

abooc  INMIELINANTIATIETEUULAZNTORNLUY
ab.eoe.d  WNNINRWITTUU dedniiiansaweuleseyalaegeauysal

No.e.6.5  SEWINNAMTHAUISTUU foanausnnuintdusseeaud
ATUANNUA

nbood.  WeWwauisyuuESEy desdlsvuunsmeaeuviensasddiiuain
Ak

nooog  Wotunsunaaeusruuaiidunouarinsastuutuldnuasiesd
NNATILANITYINUYBITLUY

nbooc  waIMIAARIsTUUITRLN TS Nues Fesdinssenulssdiuna
N5l

mb.o.eeo.  NAugANTFeuUABUANE NI RS UUTTe AU N Aumud
ATUANUA

el YBUATDINITINNUAMUITZUUATDUI8UAZUN Al
no.0.9.6. finsursdinznssunsUnrey/ns1asu/Anenssun1sTOR
nb.ebl. TYUAISANEIIATILHNLALDDALUUNS DUULEUDLHLINY

lnagunsun1seoNIUUTEUUIATOUILADAMENTINNTNTIVTY
oo UNAUBHANTIATIEILaTLNUANT0Y NTiiNanallnansenuiusEuy
wsevelagiuianiunuseiiaaiialdlvinisalivnuresnsungaysdn
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mbelbd  nsramstiiunsiateteuiuUsssuudsanssuay
devnesensy UsEnisedsuinsesiuiareuludulssiuniumiiy
Aevmeitavan viemutonnamisnmznssnInTasy

nbelbd  toyanieninddusunsiauvieUiuusssruuieieuns fign
fvuaidunudu iuheenuennsunievudsesteyaienansdule

sn.sn.nﬁ??qu%aﬂ'mﬂ?iaumia’hwﬁu (Termination and change of employment)
mme.  NsRugavdenindsundamiihfinrmiuinveuvasnisdneny
(Termination or change of employment responsibilities)
mae.e.  wuIUFTAnlsueanusiunsaonde

nmeeo.  UJURNUMUTURAKasUleusANTuAsUaan EINTUINY/
Anuall
aame.elb.  N3WI-09N NIUABIsTUUNITAmMEITEUNISU - oRNnkaTNIalRed

iRl Zone deslidusygnuazeglumiuauauvesimii
YDINTY
mmaem  MiUFTRNUIAIITes vie Fesimadsunlassufetunindau
yosnsueseglumsguamuauiiumadmihiinsuiisuiieveu
aneoc  nimdFunsuiiddyviodunnuduvensy sutheenuennsulag
inun videdsesdeyalMduuennsy
mmaod  uldnulusunsuilifivsrad fenanelviAamudemesensy
mael.  uuulsuieanunszviniiiuanusiuasasnsiouiyaainsvaensy
nmaboe  Uszmaudalouisamiusiuasasns
mmabl.  Twsmdgmiisiunsliieiesdegunsaiiagszuuiiiudedus
denansenudesruUAIEuAIasn fuvaIn T
naeba  UssnduiusliiAamiunseuiinfiferiuanuiunsasefosionsy
naebe  dneunlinnuimslinussuumalladansaumaiignaesuasly
Annuasyviindessuunutiunsasnde
maebe  dmhinasnsuazunadnensdiiieuleuisanusiunsaond
Y9an51 InemslasumsiusesatiuayuanguImnsy
mmels  UssdunanstoufiRnuleuennuiunsaenseiivseniald
m.me.m.  onmuadmiuyaainsiilunelunsy
mamame.  vulusungi (Software ) AilsiiAgadosiunsldaununnsgiud
nsumvuauldlunsy
mmaml.  mniimunszasdvieaudidudeddnulusunsy (Software ) 7
leglumemsunnsgruiinsuimus Truesyynduaednualnvsuaze
JunsSouandivihiisuRnreusunsunouynads Yestumsazidindeans
uazAUAsgveIn IS uAnIINNTasiindvansnisldvedriuafernal
AIRR
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manema  digiomsldnusazmsthgasnvidesiulituyaannsiiluna
nslumsufiRauiiedestunslissuunenfiines

maeand.  mMahgunsaidsesteyannuszian Whanldiuiaiesneufiines
WseaUNInlveInsy Aeslinsnsivasuaulasndevesiiaunsalneuldau
ynas

mmend.  A3esnonfiumeimneiesiililunsumisiinsidneia idludiussuy
ﬁL‘fJu Workgroup ae Active Directory mu%miaswwmﬂm

aamemb  mnesssmeniumesiitymiliannsoudluliiososud wmund
Aeatesfunisthsinvuasdfulsssuunouiame Sy

amemne.  UYAANIABITURAYOURLAIATRIABN TN UYRInLEMNNLAA
ANUFYMENITDAYMNYADITURAYOUMUNRA
v 1 v & sal i Ya o =y " DY)
amoeng  ynansglinulimsdiivlednneliindunsenselineitesiv

nsuiRnuvsenilnanteyaduneliinaiudemeressuurainsy
mae.c.  HRUATIUUNSINEIANTUAUABASBYTaLASa YUY
nmeco  NINARsTmMUAlATEIUNUMInNURRveUTeIY AN
FUATRNUsuMsfwmnuiunsasade
amecl.  ABInsIMrUAgNsAanTiuNSAL v uwasUiRuTEUY
noufimes aonadesiunrusiunsUasnssvosnsy
maeca  fodnsnuHumMITLiuuiuassiuacaonisegalusyuy
TngnsnTIvEoukarAMUANIINANENTIINTINMIANTUAaenY
nme.cd  ARElTTUUNMTNOUMNENUINYOUAS LN IT TNz AL
fUATRUsuANsTuAsUaenY
nmecd.  feulszuunmsssfiusanmssiiunuiumiuiuasasniouayi
szuuulailymsueasiunsUaense
<. Formuandnii & nsuSmsdaniminedu (Asset Management)
<.0.ntfinNuSUAnYaURENIWERY (Responsibility for Assets)
<o.0. UYINTWIAU (Inventory of assets)
Co.0.0. Wnhenuinimudeudyiningdu (aunsalreuiiwes-in3eiguay
software)
Usznause Jegunsal vineiay Tildsu anuilden fiuinveu
ool Wuhsmutunsdeunsndauilssuinassimivnads
oo TnmTaaey YTl numu nedeudyivindduesnatioslas o A
ol H09ATAMINGFYU (ownership of assets)
oo  mhsrisszyneledligunsainoufiunes-nietisuay software
ok, dmsiulsneieligunsnireufiunofiniotisuay software nafuile
N3
Wasuulas / iwisdeveld seysezinailunisly
Co.m.  NSHNSNIRUREI NN HY (Acceptable use of assets)
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Co.mo. ANTIMING seileu vaninawinisdnassaunsalreuiimesivivangauiu
309
wazyAInIuay fnmsmumudas o A
Comb.  dmsiavigiomslinugunsalinoufiunes-iedotisuay software 1
AU
Fupoumsguasnundunegunsel
Co.ma  AN3IALINIRTIREeY U13esnw gunsalneuiiunes inevieuas
software 193]
arundeuldaegnatoslos o ads
come AMsuszmald ng sudeu vannaet uazilon1sidaugunsalaeuiiames
130U wa software TRy
<o.c. N1TAUNSWERY (Return of assets)
oo imimumilsngliildfodunindaureansimuniinsuionses e
N199197U RUAF YR éjuqmsﬁamﬂmmﬁw M%anﬂﬂ%ﬁﬁmim?iauuﬂm
Ny
<o M3FAuUANUEUVaESEUMA (Information classification)
<o, BUAMUEUTBIEISHUWA (Classification of information)
Co.o.e.  HANINMITAMIANINGaUasauwmea (Classification guidelines) wuau
" g130U33
L LT
" JoyaTauLne
[ E’JJ"L%
oo,  mhonuimuaduaruduasauna T
= Und Taddwmuaduaudy
"
" §uann
" Sufian
oo Onatwuaszuumadniensaumenussiuiuauduasaume
" lyjdu Ao anunsnikennsla
"y fe fAgtestuau
" §uun fe vitne/nay
= fufign Ao fuimssziugs
Cooc. mstvunasnslesiugunssiasaumaildonuenians wu
fualitinislasiarnuneunsldqunanl gunsaimartufesamedouneud
GEEANY
ol  MIUTEsEUNA (Labeling of information)
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colb.o. Insmmuassilsundninaeiuazunadinelunslidssuuansaumnania wsu.
AnssiupsUaonsi
<o N53ANSNIFYU (handling of assets)
Come.  fnmsdavhietenunsdeutnyinindau wartuneumslfnufaiigunal
pouTLme NIy
Comb.  Aasdedinnsms lumsvhategunsaividedetuiinteyaidaiuteya
dfy Wletlestunssilvavesdeya
Coma.  InMsmImusumMsUasuwandeuslussuuasaumanmsinisaaeunis
Taussuulmiligniesmngauuasinistufinnmsdsuutaudlonady
<. nM5dndetuiindaya (Media Handing)
cae.  N1sUIMSIndetuiindayaiinanuenld (Management of removable
media)
mooe.  Muuamsinmsifefudeduiindeyainonuenls Tilmnuaenadoiv
funeunmsdatumnuduresansaumedinsudvualy
<.mlo. msﬁﬂmaﬁlaﬁuﬁn%’aga (Disposal of media)
oo, fnmatidavderhaeiesnifunsaondy ienuseudesnislunislden
TneuftRnutuneudfifdnsunsiaedsimunliogadumans

WNsviane
NLAY TnsumeeSesiurasonans
Wi CD/DVD Tnnsumeirsesiurhalsienals
Y lEBnsnunseualideniy w3ainvinany
g13nAar/Flash Drive Tdnnsvhaneteyauusnsafanmeisnisnesuiin (Low Level

Format)

eaa  mMisvudredetuiindaya (physical media transfer)
camo. Amitdesiudeyarinnisgnidniidaglilasueugin nsiiluldeuegrein
foqusvasd vifeaudemeluszinaiidmesudredetufindoyaiu
& dafvuandnil & n1saruaunisidiis (Access Control)
c&’.@.m’l&lél'a\imsvnaqﬁ%é”m%’ilmsﬂ’mﬂlunﬁilffj"lﬁ\i (Business requirements of access
control)
&o.0. UlBUIBAIUANNSIIIAL (Access Control Policy)

&o.o.0. ANsAmuRgTuRaveuMelunsuLarTiuinsaneanuleuglunsdna
szuu wazdnisusznialdesindunianis wu muuedvslunsdnldnuly
gunsalreui e es, Muuadnslunisildaussuy

ol  MsINNATEYIBLALUINITATEYUNY (Access to networks and network
services)

ob.o. Insamuloudmiuvgldaulnilaenstududn
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ol dAnMsfmualitinisiasaundnsiunsdnnedeyavesldlaeimvunszuunis
iihfsansaumanusziudunnuduasaume Snsmunudvimadidetesa
v mthilifu
&lo. N5UIMTIAN1IN9U099096 14U (User access management)
oo, Miamziisulasnisnannaudnsyldany (User registration and de-
registration)
¢o.o.o.  AnsameloudmivglduariinsuTulssseuutayangly
.  NM3IANTENSNITIUNRVREIHU (User access provisioning)
¢ol.oe.  Ansimualiiinisiansananslunsdifadeyavesldlaeiuassuuns
Lsﬁw5amsaumﬂmmwﬁ’u%y’uﬂ’nué’umsaumﬂ,ﬁmiwumuﬁmémiﬁﬁasﬁayja
Yo mthilifu
Clo.m.  NISUSKITIANITANTSNISIUIDIMIUSZAUENS (Management of privileged
access right)
tomo.  Tntwuaszuumainiensaumenussiuiuauduasaume
o.ml.  INMIimuasEAvanEveINIsildnuiuIEUUABNLNGS, SEULIATEVNE
Tmngauiugldauiasyauasyuy
o MIUTINTIANITayanNEUdnTUNIsIgLRInuvaldau
(Management of secret authentication information of users)
el fmsusudeyamsfigatisnuvesildrudadudeyadu Tnefimsauauriu
nszUIUMIUIMTIANSTLIumanis
g MsnunUEnNSNsidinevesgldan (Review of user access right)
oo, Insmvualiidveminddudemumuavsnisdntveldiiegisiesd
o ﬂ%’jﬁ
&b, N1308A0NRUNIBUTUUTIENSN15Ee (Removal of adjustment of access
rights)
gooe. imnemnsudvimaiifwesldiflefuganisine vieimauasuudas
loughe
&.an. vihilauTuRnveuvesilden (User responsibilities)
eme.  m3lidayansiigavdianudadudeyadu (Use of secret authentication
information)
Emoeo.  aandilniiiinanunsetnlussiuanuduresdeys
Emal.  Smstmusliidmig Algunsairoufiamesimunsiainulunsdldany
gUnsaftug
&.&.N13AUANNISLIINNTEUY (System and application access control)
&do. NFINANMIUIAET8WNA (Information access restriction)
&co.0. INMI0RNUININITNSIGITEULIAS O lneltlafiuannsa
¢aolo.  Anmsaseszuuiaiu log Inalunisidntaniedieveansy
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go.m  ANMIHNTMUanlgnu port veuSeweldnulasimvuaszeziaily
msldnumuiifauaszuuazeynyn
tcoc dmsimun vian lunmsdldnusyuueietisvosnsutue
teod ldfinsldnulussesnamis ssuvagdniunsindyanadunedds
(session timeout) Litevdnyaniluliiisesvenudusely
tcon.  dmsdargiotuneunslin
econ. Imitmuasiaiulegguaszuuiazdaiulingguassutluguuuuuit
onasitimsaniniifada
¢cos Inmamenissanvesgldnuuastmunmadidetoyaluszdudusig wu §
ST, JUG TR M8
ecor Smstmualigidunlinuvesimhuiodldouszuunngguassu 3
swaruanansaldldlugasnaiimuelivindy
e, tunsumsuftAdwmiunstendudhszuuiifinnutiuasuasade (Secure
log-on procedures)
¢ebo.  IMimmuaulevignIuaunsints nsidtessuuResdinsauaulags1y
matunouiufidmsunsiendudnssuuiiiautunsaonse
&m.  FTUUUIHTINNTITINERU (Password management system)
game. Hruuuimsiamsiaiiusesdufdiiusiugldnuuasdiiumad
saRufinan I Wy siaihuiinaduteu amaenldon Whidlunisdeui
o msllusunsuassauszlevil (Use of privileged utility programs)
geco. Amimunsidlusunsuessausslevdluniisanu gldnuiuadusunsy
avsaussloviiilifiavavsgnios
& NInUAuNMsdifesalaAnvadlusunsa (Access Control to program
source code)
tedo  fmstmuassiuemuvaensevendlivesalfnveslusunsudugduty
anudasadeiiielosiuiefiudenagamevide fvesalanililasunisdmen
semsudlutnlusgagneies
b, Farruandnii o nsihsviadaya (Cryptography)
b.@.mmnqwﬂ’ﬁﬁaﬁ’aga (Cryptographic controls)
.0.0. wleurenslduinsnisidasiadaya (Policy on the use of
cryptographic controls)
voeae iulsviemsliinanmadhsiadeyaiiiedesiuasauma dosiinsdnih
wazUfuRauuleuiy
b.0.o. msu%msé’ﬂmiqcyu,a (Key Management)
vel.e.  dulguiensidau msdeaiu wazergmisldanuveingus Aewdinisiai
LAz U UARURaan9asaInveInyua (Key Management)
o. Fafvuandnil o anusiuasUaeadsnianieninuazanmuandes (Physical and

environmental security)
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o.0. WufidaanIsN1s3NwIATunsUaeads (Secure areas)
o.0.0. 38UV AlAESEUTNINEAIN (Physical security perimeter) fsmundidi
TagmumsUssidiueundssvesnsy iednddunnandedumsidiesniis
NENIN
o.0.0. oA TBIABIGA WU Yo Datacenter, svuugIuteya
o.0.0.0ATBLABIIUNANS SEUULATDYY 1 Wall Mount Rack Wagd] network ves
Datacenter
o.0.0.cATBLABIN o fTRem, 1Tes Client o gUfuRaw
mJ.@.LegmsmU@umsvﬂ’waaﬂmqmamw (Physical entry controls)
fufifiFesnmssnuanuuaeafedesdintiostulaeiinsmugunsideanads
mngaumunsUszifiunandeseans Wedadsuanudsdunisdiosnma
nea Ml
0.0.0.0.55AUAUIED G
- furesidudndiutunaudause
- flsruumssnnariaensdslunisdnesn aunuiiifle vieawnusinum
- ndenaslinasauaquitudl eoo %
- MyuaRSURAveULazHaLagUNIainnogns
- fszdou wwsnslunsufuinisdnesnniinienin neamizn1saliunisniey
yaraneuenseii v iianunasnina
- S wthiisnwanuUasady
o.0.0.0.55AUANEB LA
- fuedlmdudadiu
- ndorvasdaameunsaiudidnfny
- AMmuRESuRAYe
- Wmihisnwanuaende
- fignIse
- Funan1sReafimzauvessEUY Network
ol.0.10.o. 32 UAMIT B 90N
- vihitdnwanuuaense (sUn)
- AmuRESURAYe
- ndenasln Auilaes
- fuaivnzandmiumsldaueiosnouiumesgnine
dom  MIFnwanuiuaasafudmiudninau fewiheuuazgnnsal (securing
office,roomand facilities
- fidwihiisnwanudasade (sUn)muaunsdheanyim
- qunsalienfiiertostunuszuy desiaddludiiiotesiu mvians n1sdaszuy
- fimstwmadiuilumsufiRaunusudaihivesguaszu
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0.0.&. msﬂaaﬁ'uﬁ'aqnmumnmauanuazamwLmé'au (protecting against
external and environment threats)

- Tsguudiaudeandu nsallnly i

- TgUnsaldunasmuEIngg I

h

- mwuﬂwmmmasnmu@umm%u
- uHu Alle Msdndey wazn1saguna nstesiusiadennaiuaInatguenuazan LN ey
- nsuflusunsldaus Disaster Recovery Site ipszuuasuialnoidsaailofivmnisal
Frufefitfvosaninwindouty
o.0.&. msﬂgumﬂuiuwu ifaan1s¥nuausiunsaansiy (Working is secure
areas) %umauﬂguaé’ﬂmumiﬂgmmﬂuwuw
FessnumsUfiRnuuaznsmsaseumsUfdion  lelsihilaléin
nnudRaugnaes Asuiu Hulunuuleusuagtuneunsufifo wazogly
nsousTIvthfiuazauuRaveunuiitwmualy wenand lunsdldlduinsan
atvayusumalulagdansaumaainyananiguendinnu ABellisEuuNINTIAEey
nsUfURnuveIuAnanIguanagNTauABULALSANUEaNe WL dn15RTIadeU
Juitnmsvine (log files) Y@IUARANIEUBN KALMVILALIUAARNIEUBNTIENIUNTT
VTR Huduy
dob.,  NuRdwmSuiudedses (Delivery and loading areas)
- qavdeuinndiannsadiiane wu fufidmiuiudmesuinudu q Al

[
a

Suoyamannsaifeiuiivesnsalddesinsmuny  wagmadululy  qavdeuiim
fnammsieneeninanuinaiigunsailsainanamsauma  Lilevdnidesnisithi
Tnglailasuaygyn
o.o. 9Unsal (Equipment)
Lﬁaﬂaaﬁumsqmma msidene nsvlue wsensiudunsiereduninduazteaiunis
ngavzinganIALiuareInTy
0. mif\mmLLauﬁamuaﬂﬂim (Equment sitting and protection)
0.10.0.6. fanaﬁwuﬂumﬁnmaﬂnimmmmmnmiwmmsnn
0.0.0.1. mimnmqﬂmmmmmmﬂuaLnuqﬂiniaﬂwnw
oo, 5pUULAERUNTRlETUAYENI5YINU (Supporting Utilities)gunsaldaalasunis
doafuanmsdunaivesnszudlifiuaznsvgaveindu 4 Adawmgunainns
dumaIvesTTUUkaraUnIalativayunisvinaueg o
000,60 mwm?imqq Fasflszuudsasinlige UPS waz indosiuialuih
oo oo AAABIUIUNANY Fosdiszuudisadluiinups
ol oA dsssniiszuudisadlniwieldAls
alo.m.AuuAsUaensBvaInsRuaned g uwazaedoans (Cabling Security)
0.o.0n.0 mml,?ismgjq nsiuanededltansdesiunssunmudy uuaznIsis
anudnyeod
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o lo.an.on ANIFBIUILNANS MU esistlestunisiinfeansdnya
o lo.on.n ANAABIN T TanedynnasTII
oo« Fosdiumansrageusruunadiuagl mewda aedeans
w.@.@.ﬂﬁiﬂﬁ\‘i%’ﬂmqﬂﬂizﬁ (Equipment maintenance)
Wloce  rULTTnMIAsIgIerhRvInn o Weu
W,  srULTiinnadsniunaisdestissnemn o ey
wlocm  sPUUTTAABIAB1T3NYINN el Loy
ollo.&.NMsumIngauvensueanuendiniu (Removal of assets)
olo.& o NiNdauRTmudssgslilvoonuenaniu
oo & lonindaunTaudssunatsuazei fszuunsmuauguaningau ns
awmzidounsnddu /asdue wuunesunsty - Aunsndau
oo, AusiunIasnfBvesgUnsallarnsndauTildnusgniousndinem (Security of
equipment and assets off-premises)
dlo.oe.  MuuAsHanIsidmsidnugunsainauiinnes
dlool.  MUUARSURATeULaTUARUNTa]
dloo.m  MUUARSURAYOULAzLARUNTAlvBILLYNY
aloe  dsrvuleafuaudaoads Wy antivius nsfuunansliau
oo AsiuAaeRfudmuNsidnnsevhansgunsal videmstheunsalluldeeeis
3u (Secure disposal or re-use of equipment)
Weode. Iminsaseunsauteyauasvhansdotuiindeyarouiisgunsal
mJ.lss.@.qﬂmzﬁmawﬂ%’muﬁﬁﬂﬁmaiziﬁﬁliq]LLa (Unattended use equipment)
Woce.  Hinudpiimdesiuguniainedsindliluanuiinis a gasnamides
Liififauaszuy
oo Ulsuislfzyianudasaenarsdrnguazulouisnislesiuninaensuiimes (Clear
desk and clear screen policy)
lenansnsyauuasdetuiintoyafinenusnls uastestuasaumely
gunsalUszananaasaume Wedinisihanldnu dewhidesvesyganshluldny
unagimuaszeznaiildn seyszeznatluninhdsiu seyfnisdaivly
JreEIaINTidau

<. Yermuandnii & Anusiunsasnsedmiunisaniiueu (Operations Security)
z.0. SunauNsU§URULAzutifiauSURnYaU (Operation Procedures and

Responsibilities)

% 0.0 dnsutwounnouayfnutamihiianusuliavouegudamuriiituneugionis
Uﬁﬁaﬂmﬁﬂumﬂﬁﬂmﬂﬁﬂm (Documented operating procedures) WaZaIL15A
idldlaegfidndudeddnuuasiiszuumsmunuiiu fanuuszidiunans
UftRnumumihianufuiaveustseiilos
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®.6.0. MIuSmIan1ssuntas (Change management)
Gobe. dmitmuassiuiureliinas
Golol.  MaUdsuuUaisionsy NS¥UIUNITNNGIND gUNTalUsTINANATAUVALAY
szuviifinaderusiunsuasndvansauma fesdinisnuaunisaiiuau
.6.0. ATUTUITINNITVAANNEINITOVBITZUY (Capacity management)
come.  dmstmuanihiianusuinreuvesiguateya
Ro.amb.  INTINUHUNITATINEUUTHEIUTAAINNAINITOVITEUURAL AMUAATZIER
fvonsulduestanuanninvessruuimeiugUnsaissuuneufinnes way
STUULATET18 08 NUesN15USEIEUAT CPU, RAM, Storage, Network Utilization
Go.ma  ANIUNIINTIERUUTEEUTAAINAINTOVDITEUUMITEYT AU
Gomd  MITUNTIATIL Ustanana TaaussaurueszuUilofumavnuas
Jaysauiaamanisudlvegraduszuu s famy UFUUe wazAInns
audesmsiinwlueuaniislissuuiiussansam
Ro.md  aJUNANITUTITIANISUAAUTIOULYDITEUY
c.0.c. NITUUNANTWIINRDUAINIUNITNAILT NISNAFDU HazNTLRUINITa8N
2NNU (Separation of development, testing and operational environments)
coco imsdseseyadeunisuiuluily densiamnmmaaeunaznis
Tiusniseonaindiu
o<, ADINATINITUENTZUUTUNTARILILAZ STUUNTNTIVEOULAY TEUUNTT
Tusniseenanfufisanauidessvesnsidniovionmswasuwdasdmsunis
Trusnslaglulasueuge
.o, nM3Uasnulusunsuliuszasad (Protection from Malware)
c.6. unsn1stasnulusunsulaiuszasad (Controls against malware)
Gloee.  HsEUUNINTIRTU Matesiu uasmsgauteyaangilivszasdd
cloel.  nmsdneusmimihilimsuimginssuifislszasddenisldauiigndes
Uaensy wagliifanuides
gloom  fnsinfsruuieriulysunsuiilivsvasisustmsadeulssans ol
ansatesiuldegnsfiuszd@nsnn
clo.ed ADENTNTIIEOUUITTIIUNG mmmiﬁﬁmumﬁaﬂwaﬁwLaumﬁaﬁﬂmémi
Uiuupsmnaiunsaonse
n1sd1sesdaya (Backup)
<o, n13d15a3daya (Information Backup)
&.on. NN TIVOLARAL TEUUATAUINA
& fosdsedoyaddyensruiunumdn wiedeyafidifiysenissidiunureaiisnunn
5eAU TIMDNUTLNTUTEUUUURNTS (operating system) TUSWNIUTEUUNUABLAIADS
(application system) waggnddsiliviauliasudau Iausandouldnuldegsieies
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v

& & fasimuntuneuioBURTRlunsdsedoyaiodunumdunfufsinulasegs
fevmsiineanden fdienuuuuesy o)

5. Toyafifesdises uazaudlunisdises

.00 UszLnvdetiudin (media)

<., Snnuiideosdrses (copy)

.. DUITYLLIAINTTANT0Y (cycle)

Geo.  tumsuwariinadisedasanBensiufeiiduihuararuiuinveulunisdises
URHG

coo.  anuiidisesdeya desdszezinddumsdaiulitesndt wo nu. (aud aa. / gud
av.) fognuunuIunma vieluiuniiuitmun

G.0b. Brsitushendeduiin Wy d1ses online /Hard copy

com  fedinstuiinmsudiRnu (og book) Herfumsdsesieyavedminiiiie

ATIRFABUANUYNABIATUN I UagAlsiinsnsaaaeutuiindenaegadaua(m
Luunesyl o)

R.0c. b. NMsNAdeUYaYAdTRATTUUAL)

cot  semegeudeyadisesesnetiosyn « eu iieliihilaldindoya saiilusun
szuusne Alddnsesty fianugniesasuiunasldauls

=.00. éfaqﬁmumsﬁ'y’umauﬁa‘i‘%ﬂg‘jﬂ’mumimaauLLazmiﬁﬁayja/fﬁizwﬁué”ﬁaamﬂ?ia
Guiinunldanu @uuuunesy o)

<.00. . nstRvsnwdeyadsesuazdetuiin

coc.  fewnfudotuiindoundises nfeuisdundunounielsufoinne Huenanui

Inedfisvozridlunsdaivlidesndn wo nu. (aud a6 / Aud av.) Meganuunisunma
= L Ao A ) PP A a wa Yo =
wselunnuninug ieaulasndelunsaiiaaunujufaulasuanudsmes lne
A0UNAINATINBITA L TLUUAIUANNITIUNDEN UAETEUUAIUANANTNKINABNDENS
ALNE ALY
Aado @& v Y- ] 2 v 0 = o ad o v ) v
=06 lupsaindndudesdnniuteyailussesiiaiuiu Adesiddiaismaideyanduunly
nuluewaniie 1wy drdniudeyaludetuiinUsznmle Adealinsiivgunsaluas
FaNyisnneIvasd nsuldaudaTunUseLnniiuliseunu 1uduy
2. wo. msfinaanlineazideataaulivudeduiinteyadses wslvanunsaaumle
Toe$7 waziotastunisldaudetufinianaie
e,  MIvaldnudetuiinteyadisesmslasueuliRaIngieuna uazmsdnvinnzideu
muANNsTuLazdweaudetuiindeyadises lngmisisgasidennedanulsu dda deusia
Uszimdaya wazlan(@muiuunesy <

'
o w 4 v =

b, fesmmuatuneuNMITIaeteyadiAywardetuiindldlaldauug Fenuileya
dAgyringg Tugnsnfanmuuuunasy &)
L= 14 (24 v L . . .
.o, NIUUNNYBYAABNLASNITINI9EIN (Logging and Monitoring)

O3 [ ¢ .
<.lom.o. nstudindoyadanuanangnisal (Event logging)
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clome.e. IMstufinnisianuesszuuiiliduluauund anuienaislunisiay
VBITHUY LLa.vmmmimmmmumﬂaamm Aeainstudinly daiunagnuniu
gsariane SaTtamueIsnsuarsreratlumsiniulfaenadasiu weu,
11P8A1INTZIINALRANIIABLIILNES U ¢o
<.lom.lo. nstlasfiudayadan (Protection of log information)
lomo.e. gUnsHiTuTindeyadenuazdoyadendedlasunisdestuainmsudsundas
wilvwaznsindelaglalasuguae
slomlolo. Fosdimsnmadeuinnusziiunassuumstetudoyadoniiiiuszansam
. oen.an. %’agaﬁanﬁansimm@'@LLaiz‘U‘uu,azt,%"mﬁqﬁﬂﬁﬂ'anﬁszw
(Administrator and operator logs)
Glomm.e. NaNITNYRIEQUATT LAz mMThIUfTRNsFessinstudinl idudeyaden
Gi’famaﬁqﬂ&inéfau‘jmiﬂmﬁ’uLLa“mumua&maﬁwLaua
.on.c. msmmﬁnﬂmnﬂaa (Clock Synchromzatuon)
clom.c.o. mammﬁmfwu@mimummmaaiuuwm&nsuawwmmaiummmaiu
YOULIANEI mammimmL’;aﬂmmmazgﬂmaamemﬂULmaanmnammmm
Undediels
clom.d. éf@ﬂﬁﬂ’]iﬂ\‘iLLN‘L!LLﬁBﬁli’éﬁ]ﬁ@Uﬂﬁﬁgﬁuqﬁﬂﬂﬁm’NLLﬁzQﬂG?]J@\‘i
Gloman. FosdinsagUlssdunanisnsaaeunIsheuniing

.. N13AUANNISARAIYRsLISUNSTUUTHUINS (Control of operation software)
c.bd.o. n1sfnnsranALIsuLIzUUTRU3N1g (Installation of software on

operation systems)

cloc.e.e. IATEFMUEUNMTAGaNFLs ST UUNSTRUS Msteteafunudes
senansynulunisindrenduasssuuliusnisfionainauduma

clceb. ftunsuUfoidmiunsmuaunmsindarensiuifuuszuuliuinisdosting
UfuReulvidenndes

slocon ajUlaTeiUsziiuna mafndemenduag ilethlugnisusuuzantamunis

AnRIaNALIS
cod. A15UsN1sIAnN1sYadlniniamaiia (Technical Vulnerability Management)
R0&.o. A15U3RSINNSTR9IUIN19mALlA (Management of technical

vulnerabilities)

slot.e.e. IMsUIMsTanstesmimanadevesssuuildnudestinsfanueganiu
na yaseusietedlyifnanveinsudesiinisusaiiu uazumsiimanzay il
Fansfiuanudesiiieades

<lod.l. n1sarfiansRnnaganduag (Restrictions on software installation)

slodlbo. fngnusimuaunsiaseoniuilnedldnudedinafmuauasufifin

g, fnmyaaeutedmmanaiaogiaiiane muidininseiagy
Usziiunailothlugnsusuussedrafussuuuazsioies
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=.ob. aﬂﬁﬁmﬁmsmﬂumim%aﬂizLﬁuiz‘U‘U (Information Systems Audit
Considerations)
c.lob.e. UININ13N137529UT2IUTZUU (Information systems audit controls)
Rlov.e.e. analsiuiuauiuamesssuuiisliszuuniodldnuldedseadios
=loo.e.. ATNVAANUAIITOVDITZUY
Glob.e.m fuasganvasdnasnusiiniuogatios fail
- CPU RAM HDD Bandwidth limasiiuseras <o
- Down time lA51AY oo W7/ (MSUfF Service Availability =
R %)
Ro.0.c FIUTINTOYANITVEATLINLALTNHUTIAULVDITEUY
clob.e.d. Anwriarzinszuiunsiunsihseisnnundeuldanuvesssuy
b, thisyauineiianiandes ’mL‘VWJLLawjaﬂi%%U%@ﬂLMﬂﬂ’ﬁﬂjﬁLﬁWﬁu
clop.e.s. MvuaLLIMILazINAINsTunsTesfuiloanlenmanisvgaas iniidsons
ALIUUYDINTY
=105.0.c. ej:umsafa@mmw%aagaimﬁy’qmzmumsﬁwL%WLLasmsUssmawaaaﬂ
- MVUALNTINTATIIABUATUAMNNTOLA
clob.e.c. ANWNTTUINNITIUNITELG Faiu Ussinanadeya

[
=

& o5.0.00.4ATBIANNAS AT HANTTIUYRIRMN TRy ARTUlusTUY

&.165.0.00. MUUALLININLAZIIATNITIUATUoINULALY

& o5.0.0b.MuaTeNTeyafitunudurensuuarssdutuaudy

d.bb.@.@m.ﬁmsnﬂﬁzmumi%’jumau%%mﬁmLﬁusﬁauuaﬁﬁjummé’usuaaﬂsm

& lob.0.0€ AEMMIAB AT AN TUTBsToNaTiin TR Al deya
Adupnudu

=lob.e.0& MUUALLINILIAINITIUATEA T s

«. dormuuandnii « mmﬁumﬂaaﬂﬁaé’m%’ums?iams%'a;ga (Communications security)
&.0.N15U3M5IAN15AMUIUAIUADAA BB LATBY8 (Network Security Management)
®.0.0.47M30115.A30118 (Network controls)

Ko.e.0. 09NUMINITNSIDTEVUIASoTelatlTloNLonnsd

Kool @d31szuudaiu LOG Tndlunsidnianiedigvesnsy

co.0.m  HTUNTAIITNU port verseveldiu lngmvunsyeziiatlunis
il nunaiidauaszuuazeynyn

cooc dmstmun Vian lumsdildnussuuedorievensuiiue

oo fldfinsldnulussesnamids ssuvassiiunsindyaadunedids
(Session timeout) ttethayaalulsieswenudusely

&.0lo.auiunUasnsudmsuuinisesetis (Security of network services)
*.0.9.6. ﬁmum%’jumaumﬂ%’u%mﬁsﬁauuaﬁuawmsmu
®olbl.  NITATINADUNITIAUINIG Lﬁai’mmmﬁm&%aa;E%“Uu%mi
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colom dmsiuuiarliulgsssuvansaumelilanuvivaiowezsilulagiu
Rolbc Hmsususiyanaiiuviaie
ol dszuunrnaeunsiduyanaiiuioss
«.@..N1TULUILUNLATOUY (Segregation in networks)
co.me.  MUUANALATTUULATOUY
Ko.ml.  Muuadnsuaznsivansuiyldaulussuunietie
Roma  dmsuenUssamvesglinuuasimuanisdrdcoyalussdutuseg wu
FuUivns, fUFuRTUALT UM WnunvEenthinisany man
.o, N13aelouasaune (Information transfer)
<o.0 lsuneuaztuneuUfiRdmniumsneleuarsaumea (information transfer
policies and procedures)
Ro.oe.  Muuaulsue SunounsUiiinu uasnasnissessu Tneruremnans
doasynuie
<o . Tannasd1msun1sanglauasauma (Agreements on information transfer)
Roloe.  mvualifidunldouresimihudiodldnussuuanngguassuuanggua
s¥uU Fesvaruanunsaldldluraananditun 3wy
Kbl  MVUATEANAY WIN FFUHUR seeznian vesmsanglauansaune
oo Smstufin Sunarffinsaeleuasauneluseninnsy
sl iamaddensaunadieiinisloutheoiadaduudn
«lo.a.N5aANUNIBIENNTTANE (Electronic massaging)
Ro.me.  mvuanslfuaddidnvsefindvesnsensitledi(mailgoth) wmzaud
Aedeatunusvnis
«b.c. oANaIN13INYIANNSUNS o lilUaeALEY (Confidentiality or non-disclosure
agreements)
Rb.co.  Muusfguandniisuiiaveuludeyaiiddny
<o, Inmsmuualnylunisinwaudvainsiiilamenuay
0o0.FaMNUANANT 00 N1TTAWT NITWAIUA waEn15U1395n¥IsEUL (System acquisition,
development and maintenance)
©0.6. AMUFBINISAIUAMUSIUATUABASBYRISEUY (Security requirements of
information systems)
vo.e.0. MIMATZIAzIMUAANFRINISIUANLTUATaensBaTauA
(Information security requirements analysis and specification)
syuvansaumalvl deaiinisihwanulasnds iaenndauazannsaidenleaiu
sruuaule szuvasaumenn azaslinstesiunisiinly server Iﬂaaummimawwvuma
ffvthiinnsieilegldnns login #ae user name way password mawmauu UaZNI3
gudunsidilginduyaralaly program N3 update sineedoaduiuy manual Wiy
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000l mMmiunIasnfBTesUI NS TAUmMAULIAT 0T EAN55AIY (Securing
application services on public networks)
asaumaniAnesfuuInmsasaumedelinsdeiueiotisasisassedldiuns
Uoariu
nmawasuilaseyauuaietisasisulnonisimun user name uaz
password Veaglinfetaya
doyarosssyldinanalabufaidoyauasinsdiu/dsosdeyaynaduite
annsodougdeyaii o nantild
nmadamedoyauuaietnasisas fedldsunmseynnvesdauaszuniviny
loyawliudlotoyalag fignasetu

®0.0.6. miﬂmﬁuq’iﬂiimaﬁﬁmimiaumﬂ (Protecting application services
transactions)
ﬁ’liﬁumﬁ‘ﬁlLﬁlEJTﬁE]ﬂﬁUQﬁﬂiiM‘U@ﬁU%ﬂﬂiaﬁiﬁULwﬁ Tiinssasruuneundunisas
Toyandouiaiimaiisiadeyauasiinistudusyana

eol.  ANuuAsaBafEdmTUNSTUIUNIWAIIIAZATTUSYLY (Security in
development and support processes)
wol.e. Wguremstawszulidannuiunasase (Secure development policy)
finswsisiagguaniuaussuugensiuag Inelirmuasroznamdmangeniuainng o
L

eolbb. TumsuluRdmiuamuaunsUasuLUatTEUY (System change control
procedures)
wosAsAnEnauguanTslgnusEUY wavasdeufuRlunisidnldanu

®@ob.am.  NINUNIUNAMALARDITLUUNSIINLURULUAILATIATINUFIUYDITEUY
(Technical review of applications after operating platform changes)

° P N Y]
VIWﬂWiV]Wﬁ@Ui%U‘UVJﬂﬂiQLll@llﬂ’]ﬁl,ﬂaUuuﬁﬂaﬂiﬂiﬂaiq\?

solo.. MIAANsALUIameNsALISdNSaFU (Restrictions on changes to
software packages)
nsldganauisveainanazlinisunlulaeniumia firewall wazmvualvidinisupdate
firewall fine9 TiuuuuManual

@olo.d. WANNTIFAINTINTEUUAIUAILLIUAIUADAAY (Secure system engineering
principles)

a o W

SANFIRARIAMEZNITUNTIZUUAUANNIUAIUADR TS
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AAYWUULUAULASIFS19MN9IAINTTURALEINN50 5995 UNSHN biuAdTuauAn L
759N UTUUTe unluiagnaaaussuuyn q anasnsyaten1seankuuluds
dunang

poloo.  ANMKINZBUYBINTINAILNTTULTITAUTuAIUaensY (Secure development
environment)
uAIRnENTIINSI AN YA TLIAELYBINTRAU ST UL
hausiniifanesgrudiednandevissuy

@olo.e. NTINAUIBIUABUBANAUITZUU (Outsourced development)
-JAYARINTAUATINABULDNUWIS

@0lb.c.  NIVAFDUMUANULITUAIUADAABTDITTUY (System security testing)
-HAnsmuANaa NS NAaIN1StuNSNAdaUAUALNUAIUaRNY

@olb.a. NIAFDULINDTUTDITZUU (System acceptance testing)
-JayaanslunimeasnazUsediunanisidaiuvesssuy

eo.m.  Yoyadmiunmsnagau (Test data)
so.mne. Mitesiudeyadmiunisnaaeu (Protection of test data)
LENTFUUTINAADUIMNTEUUNIFIU

oo FoMUUANENT 0o AFuRusiUgIiuIn13n18uen (Supplier relationships)
©6.0. anuiiunsUasnfeansaumatuauduiusuglfuinisaeuen (information
security in supplier relationships)
©6.6.0. u‘lamﬂmmﬁumﬂaamﬁsa’ﬁaumm@hummé’mﬁuﬁ‘ﬁ’wﬁﬁﬁmimauaﬂ
(Information security policy for supplier relationships)
Sovidermun dennas s msngausuuseniiindng
FovihdAnssudygynduanednuaidnes
000, Miszymuiunmasafsludennasmsliuinisvesiliuinsniouen
(Addressing security within supplier agreements)
Fostmundvdyanavesiliuimimeusniumsiiidstoya msUszanana msdaui
nsdeans uazmsliusnislaseadneiiugu
oo.am  vldmslivinamaluladansaumanardeansiaegliinsneuen
(Information and communication technology supply chain)
-é’]’mﬁﬁwazlﬁawﬁammLﬁlmﬁ’ummLﬁaaﬁﬁmﬁmﬁunﬂ%umu
Supewhdalunslduinsmaluladansaunaaunsansiadeudoundsly
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00.k. n1suIMsdan1sn1siusnslaggliusnisnteuen (Supplier service delivery
management) muAx Miuguateny Tsnuanusiunsasafouasszozandiliuing
AUAY
00.0.0. NTAANILLALNUMIUUINITVBIFLIUTNIIAT8UBN (Monitoring and review of

supplier services)
MENY ABIYAIINIANMIN MU ATIERU Useilunisiiuinisveenyuy
srgznadadUAY
umulymiindu lufsaafildusmsitiumn
-fesdluuunesunsnsIaussliunisiiuinisedadaiau
©6.0.b. miu%msa"fmﬂmmLﬂﬁauwaw%mwaqsﬁﬁﬁmimwaﬂ (Managing
changes to supplier services)
Favhszdumuddyvesteyamsauma dndafionuynunsusyifiuanuidesio
Tutunouuaysvoziia
nedifigliuinismeusniimsdsuntas Usuusadleuns duseuUfoinazinasms
#1392 AT UUI NI IuaImthegsley m Twihnis
- dumeuuftAuaznasmang 4 Aladldivmun Tudsendnuddiiusinime
aaninegeled e JWrinTg
ol dafvuandnil e MIUIMIsIANSIANISAIANTUAUABASBENSAUIMA (Information

Security Incident Management)

oo, MIUIMIIANISIMANIIAlAMuTiuRsaenfBEsEUmALAZATUTUUTS
(Management of information security incidents and improvements)
SimstmusisufRegsdniau WelivensaiiegnelviAnanulivasnisasaume
“fleAnanunsaiiliasafenieignsouiiiisdesiuanuiuasasade Tinsseau
sofjguaszuy wasliadusymlivsuynads
08.6.6. Mﬁwﬁmm%'uﬁmauLLaz%gumamJﬁﬁ'a (Responsibilities and procedures)

ob.0.0.0. IMitmuaiieliinsnouausseisnni lina uazmudifuimnnisal
anusfunsUaenasaume
dimsimuadfuinveunazmifisuiiaveusgsdniay
Tnesnslunsemuruiduguadiuiiavey wielrinsufdadululumadeniu

ol.0lo. NMITBUFIUNMTAIAINTUAUABARBESEUIA (Reporting information

security events)

00.0.0.0. HMITENUNIUNNTOMNITUIMTIAN STV ANLAL I8 UDENS
nsfigainiagyile

[

- FavhmsTenuiuemfiamsosdufoutigauassuunsulisingauin
A
ign

-WellanumsalnifeitesnuauiunsUaendieasaunanndu lvkauari

v @

enuauasefUIAuTy s luiui

o

YlgU18AIIULUANUADAAEYBNTLUUS 1TTUNA NIUSIUSYUUTN15§UNIN TIUUsENI0d oddel

[ o)




el.e.om. mssflm’mqﬂdaummﬁumﬂaaﬂﬁ’aa'ﬁautwﬂ (Reporting information
security weaknesses)
ob.o.me. msvhimunnusivgsaleyluszdium
fauassuuamsaumavediin/nes ansaudlumanisaifiinduedld iy
msfnlifa Hudy wasshnsmenuvamsaifiieu 10 9 o dou se
He11nEN15vesdn/Ned
ob.o.mlb. INSIMMUANMIVANTaegluTERUNaTd

Y Yo o

AALasTUUATAUImMAYedin/nes udslvieuienisvesdin/nes nsuds

Y
o w

wansaifAnTY mMnmgnsaiiifedu dtn/nes Ussiiuarandsauda Wihin/
nos vimsudadumednwaidnes wisluds dvin 1T vesnsu ieliididn 1T 1dh
wudlumgnsaififniy

ob.e.mm. AMIVAmuAnTivansalagluseiugs
Auaszuvasaunavesd1in/nes feeinnsudaludsddn IT nsueguseniiu
ymnwmnsaifidedu iWumgnisai$enss wanssiou Wevnuuamidlumaudly
Uy mﬂﬁ?uﬁwmsaqﬂﬁmmﬁLﬁmsﬁuﬁ’mzwmiaummaqeﬁﬁfﬂ/ﬂaq T
HE1IENNTANTIN/NOY WAZEUSINTTEAUamIIU

ol.o.c. MiUsziuazdnduladesniunisalnnusiunsasafeasaume

(Assessment of and decision on information security events)

ob.o.c.0. WIMUITTUUAITHUMA : Aosivuauleusliiuyaansuaziauassuuly

ey wu 9 YURauuleusiniell
Houaszuudesimualrinisiisyiwasinwigunsalnsiadusazdesiunisyn
INTEUU WANSalRAUNR wazn1TuILRaUNsne o NgUnTalngiany aggnyinnig
AN UaznanmgueIn1syngn lussuvasaumavensy weduesesdle
a =~ a - v aa
duau yyaranlaud ynin vseldszuulumeiie
0b.6.cb. HARATSUU : AINvUalriniswtse Twarsnenaunsainsiadutaseenu
oo 9 ,
NMTYNINTEUU WN1SaIRAUNG uagn suidaiowsing 9 gunsalnsiany
v o < aa A ) a = a I3 A =
Hauaszuudedivadaediuanunegunzuninviselansnsy 1uaseile
Tunsiauszansnnlunistdestudevssszuusneninulasnsedu wu eadidudu was
wadunistdestuasadnemuimasnisluaindunsiy Nunannesetierauines
ABUBN WU JUNTN %130 hacker $3u%a Lafausenneing <
ob.o.C.on. HALAISUU : LALATEUUABIINISUSMISIANIT NSUNINTEUU LA8Fad
oo ETRET] , o 9 9
IPRFUANUAIAYVBINITYNINIINNANTENUTLARATUAUNTY
HAWATEUUABIINTUTTIANTT N15UNINTEUL Lngiasdnannuaudfgves

'
a wvaa

NSYUNTNIINNANTENUARTUAUNTY wazdnyinIsuURngnees Tifunsuite
Jasiumsnsaliiindud

YlgU18AIIULUANUADAAEYBNTLUUS 1TTUNA NIUSIUSYUUTN15§UNIN TIUUsENI0d oddel

[ )




ob.0.& NsABUALBIBIANITAIAINIUAIUABASBETEUMA (Response to
information security incidents)
ob.o.te. WHMsAlMNTuAtaendasaumadeslFFuNsnoUaULfiodnnsTU
Homenudunouufoaidainl fiduaresnuaisnus
—ﬁﬂ']ﬁ%’mﬁﬂ%’umaumiﬂﬁﬁ’aaEJN%'@]Lauium3LLﬁlﬁuﬂzg1mmmﬁumﬂaamﬁami
aumna
nsdfntlymlinesnumamanitedtsiutaymmnads
ol.0.5. MIBEuiINMANIsaiAusiunsaenfBasaumMA (Learing from
information security incidents)
ol.o.5.0. MMFlFTUNNMITAATNazuAluvnnsalauunase fuansaume
Fosgnianlfifieasloniavienansynuvesimnmssinnusiuasasafofias
Antuluaunag
{finmsudsdeunanisaienuifunsaonfansaumaiiintu Widmihianelu
NYNUNIIU
ol.e.0. NITNUIIUTINAANGIN (Collection of evidence)
ob.0.0e. NTFBITIALATsTNAlIduneUURTRAMIUN1TEY NsTIUTIE N1
Fomuaznsdaiuansaumeageanunsalfidundngiu
dimaiundngrusuasaumaluaaudivaensds fdefmunuazaiuguns
thanldidtelalfAnnsgay e

oo dofvuanani e Uszifiudruanuliunsasnduansaumavasnisulmsdanisiiieaine
mmﬁiatﬁaﬂmeqiﬁﬁ] (Information security aspects of business continuity
management)
omn.o. AusatiiasduANiuaaendasaUNA (information security

continuity)
om.e.0. N3IUNLANIABLTBIRIUAIITIUAUABASBESEUWA (planning
information security continuity)
om.a.0.0. FosdsetoyaddyueInTEUILNUMAN viotoyafiddydenisiiuny
VBINUIBIUYN T
fomaaoutoyadisesetietionyn « iwou iieliiulaléindoya s
Tusunsuszuusngg filsdsedly fmnugndesasudunarldanuls

omo.el. fostmuniuneuielsufiRlunsdsedoyaiioduwumaliun
fuftRlngetnstiosasiineanden feil
oma.elb.e.  Toyaiifesdsos uazaudlunisdises
ome.eblo.  Ussandetuiin (media)
one.el.a  SuuTidedses (copy)
ome.eb.c  TUTEHLIAINITA1T99 (cycle)
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omoolbd.  TunsuuariimdisedasasBon sadefiivinfuazenu
Suragaulunsdsestoya
ama.elos.  anuiidisesteya fealszegislunmsdaivlidesndit wo nu.
(aua.) flegmuinUuumaviolunituiitvun
ome.els.  Fodinmstuiinnsufticu (log book) eafunisdisesdeyaues
i ilifiensiaaeumnugniesasudou
om.al. NMsUfTANBISsNNsE IANadaLasfuANTiunsUasnfBa saUMA
(Implementing information security continuity)
om.eb.e. HBMNAADUTNAITRRENTREYN & WBY
omololo. fostmunduneunieBUfiRluNmadeusazmstioya/faruuudises
Nndeduiinunlda
om.e.a. NSATIABU NINUNIY wazn1sUszfiuanudariiesfuanusiunsUasnds
a1saunea (Verify, review and evaluate information security continuity)
om.o.mae. fosinfudotuiintoyadises nfouisdudunounieiBufoasne 14
uanALT
ama.mlo. Tunsdfisududesdafutoyaiduszozinauu Afesidaddinsideya
nduanldanuluewanme
oma.mam MsARRaNATBazBeataeuliuudetuiindeyadseaiieliananga
dumlalaeida iedestunsldnudetufinianain
oma.mc. ImsveldnudetuiindoyadsesnsldfueyiRangisnauazasdnh
nzifoumugunssulardsieudetuiinteyadisos
omo.m. fostmundunsumsvhanedoyadidouardetufindlldlildouud g
TdetoyadAaysine lugnsndan
oa.lo. nswseun1saunsalussudanadnsas (Redundancies)
onl.o. d@nMmANuNiauldvasgUnIaluszutanaasauwma (Availability of
information processing facilities)
en.e.0. INMFINAINUANNEIAYTOITEULIIU/ATTUIUNU ANFLTUSYDILARY
STULU LazsveznaTlumMsiudayszuunufmensUssliunudes (Risk
Assessment) kaE/13oN15USHITUNANTENUYDINTEUIUTUNEN
onb.el. IMitmuegaunIsaivseduAuTuLTaslaym
omlo.o.m dtunsunsuilaiymlneazidonluudazaanunisal
omlo.e.c. InMsmuaimiisuiiavey waggiisunalumsdadule
amb.od. vazdeavesgunsaiidndudedflunsdaniduveausayssuuau
omlo.0.0. Mhpnuiiiumhedsesieyaviednfiuteyaifesszymeazdoaieniu
Audrauimasdsaslidniauy
onb.oq. InsnumurseUiulsunuandulidutagiuegate (n « Wew) uay
Auusuaniduliluaouiiiuasaoasde
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onlo.o.c. NagauMIUiTRnuLanduesatoslas b ast laedoadummaseuly
ANWENITINADIANIUNITIAT
omlo.o.x. fosdeasuiuandulvyaraiiisifomnszdiulssunsuenziiduiy
uaynslostuiilviypeailifisuamhiifdeddiunsmn
omlo.0.00.nsETAAMNIAIRNEY MsTimstuiinneaziBenveangnisal aunnves
Yoy wazgisnsunlatynilinae
oc. Fafmunnandt o AMUGEAASES (Compliance)
oc.o.  ANUFAAARRIIUANARINIAUNVInE e TudY1919 (Compliance with
legal and contractual requirements)
oc.0.0. MITUNgVINeuazaudasnsludydsitieadas (Identification of
applicable legislation and contractual requirements)
-dpvitairuangrang seiloutetidu wasdygy13190819AATH
Himsfnw nunmwtenmuanguung selsutetadu wardyn1dnmnge Uley
ARIENTINNIT
oc.o.0.0. IMiUjiRnudermuamangmnemeluladasauma tiledesiudly
i iivesnsuaudsiansuativayuuinisqunimazifindermunveangmane
-Javidsenmidldin/nes lu nsuativayuusnisguam deslfiRnudenivun
mangrunemaluladansaumnea etesfudlidmihfivesnsuaudainny
aruayuuIMsaunmazlataiMuavesng iy

ec.e.0lb. InMIMsviinssudyymaumaluladasaumeadasasliifinsnsivasu
amugnisvesdyalidulumaingvsnedmua
-MsviilFnssudyamenumalulagasaumadesdsliliinsnsiaaeugaiy
grdowosdnygliidulunuiingmnesvun wietlestuauienann wie
vanidsssazidiadorvuanianguune

ocoan Insdakamnssumsinhdoimuamengmnemeluladasaumeves
nsuatfuayuuinsiiosandorivuaiinanisngrineduseideu

Timsdnssnnenssunsdavhdermusmengranemeluladiansaumevesnsy
atfuayuuinig Wlesmdermuafitinaynangyane fusedey

- sulisunisldmeuiames

- sufounsld soft ware figndesmungyane

- msfmuedvsuaznisiianslunisiifleya

- mstesiuanuvasndievetayn war seUUM1e aUnTaln1ee mMesnumnalulag
ansauwme

- nsimuakIamsldteya

- mstesiudeyadiudd vav
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ednvinlulszniansuatuayuuinsaunin vnduuleuiensgiu mnuvasadeduag
yoensu WiduwumslunmsufiRideniu

0c.6.. awsiumwaauma{]mm (Intellectual property rights)
avsluniwdaumstyauasnslindndusifiinssuavideshmutuneungmane
ToUaAu wazdnyay13naenvy
oc.eb.0. funounsuiiitmunzay Weldhlaihiauaenndestunrudeins
yosngng suiloutededu wasdyynine AdeFesdvEluningaumelygn
uazmslinanfusisenduidnssuds
Tyadennasszminagliuimstuglivinisesnadanulunisldnumoniiug i
favavs
oc.0.m. N13UssUdaYa (Protection of records)
MU dyadetuensy Tienvyuegnirtoyavesnsulumeun e w3e
ey Yasuuuas Tnelilasuainesd Trenvwidyardnsuasngvane seideu
SRIVAELY
oc.o.moe. TumMnUJUansdesiuanmsagmvie n1sgnihate n1suasuwdas n1s
wnddlaglidlasuayain waznsmewnsiaelidlasuasygyin lnegenaqaaiuainy
ABIN5VRINY VY SeileutoTafu dygndne waEANUABINITNINEINT
Tunmsdhesneuiudeyadedissuuinwnnulasnduegiaduen
Fnaivdseseyauazinupdnsnsidifedeyadisusernamenazpassword
oco.c aududiuduasnislesiudayadiuynana (Privacy and protection of
personal identifiable information)
oc.o.co. IMmitiiunsaenadeinguieuarseidoudesfuiiiientdes elestu
Toyaduynnawazauludius

1% | v Yy oA Y oA v r.ﬂ' v o Y o o
-Jayaduideainsidsiavievesyynainidveases Widulumudededu
Fayafidudiuynna Wvesdeyaaunsamnuaisnisdhsaldsedies

oc.0.&. ziiudatedudmivannsnisidisiiadaya (Regulation of cryptographic
controls)
f1195n13AIUAY Gi’j”’umaumsL%’ﬁﬁagméﬁaggaiuLLﬁazszﬁU%uﬂawuﬁwﬁm
oc.o.&o. ININ1INTIVTLTY Wnngnssunsdnidenvun 9aviunsgiuns
M59aUUTELHUIZUUATAUNA
oc.b. ANSNUNIUANUSIUAIUADARBENSEUWA (Information security reviews)
oclo.0. NINUNMUBENIBaTEAUAMUTUAIUaDASBEN WA (Independent
review of information security)
Lilefinswasundasnsy AngyhauasaUsEyilanunuINn TN Funouny
funsUaensdeldnaoniian
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ocb.a.0. TEMslumMItimsianisanuiinasndsamsaumauay nsUfiRvesnsy
Fosdinmanumusg1sdasemuseuszaznaiiunly vielinsasuulansud
NIRRTy
ool ANuABARdasiuLTsUIBuATINATFIUFUALsuAsUABASE (Compliance
with security policies and standards)
AvualiflditunounisuoinmuulovisuazannsguanusiunsUaenadte
ocblo.e. IMIMITUNUTMLANLADNAZDIBIANELBYBIN TUTTINANAA TALNe
wazdumeudiRfiegmeldanusuinseutesauies Ieileutuulouns
1ATIULzAIFBIN T uALTunasa e
ocb.a. NTNUNIUAUGDAAADINIANALA (Technical compliance review)
Simsguathssnumendinnd srfausiltlunsy meldngseifoutedadu ynqam
L
oclo.me. sUUlinusgdesimsnumustsasinaue Weflansanaruaenndesiy
ulsunguazanasgusnuaNtiunasnfvasaumAvoIn s
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