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-' , oi " u v A 9- u d o i' a' a 6a

:uar.l.tut?n:1? ( remporary Password) rfi'1fi ffion:urirvuo c(o ilJ tiuornarird{tflualua"nurudnu: nqu

rvrnTuTaBar:auLyrFlouun16nfrvr6nr:r{T fir:vlunoufirrnoi :vulaliautvfi uuavau{oqlaalsautrato'if6U6

ffLrimu (Username) d'sna'r'l ufl unr:nm:

' u:v:rtrityff nr:uBur:truuavnr:lfruinr:nrnioil'ru:vlu66vTa v{'rl' Iedbb

uruarJfr rifilunr:inrgrnrurTunsilaoorfiu6'rua1:dutvlrl vl.fi .bdbte I b



[e.b n:ril!nnafl1uuofl

to. tE. o lfi dria t aa{/qu d/n q' :.r/n q l r 
T u ud't nr u il : va t riu n ua^ n a vr Blu n r : rdr fi l : v u tl

no:rfirrnoittay:y1J!a1:autrnriondil rynTuTa0ar:aurvrrtrfi'ufifrrailonrrersirutlu

te.te.te neiurynTuTadal:aurunauun6nfrvr6nr:r{rfit:vurnoufrrtnoi uav:vula't:6utflfl tuav

ardouaar:autvn ttjunr:arr:
6n. n1:u3u1:o-nnr:fiyBrorffldrru (User Management) lunr:r{rfrt:vlunolfrrtmoi *av:vtlu

a 1 :a u Lil fi 1r o t frl{r r u ( U se r) lrin'r ufr u n r : 6'l il
U

y .. , Y 4 a d

m.o rinua:vw (Administrator) n:roaotdv6nr:utrd.l:v!unoililxLno: ttau:uuuff1:ffutilfl
UU

mruurruyioiln'r:ilool.{6urar{rn*r:vuunorfirtnoiuav:v!ua1:autvtrt ;itaYlrlna'tn: n:}Jafiuar.4uu3nr:qtnrvl

utaqnnanruuonlfr'aoorrfrorri'un"r&:roura:rreflfiilflrin^:'rtnr:uavn"rd't uoutiruro uBotuqzuanrrlrdrr{Ju

rori{rrin/no n/qu{/nqil/na'rrru fi16'u6'cnrrurJ:valrilunr:lri'qnnanruuon tsirfit:vuuRtolfirumoiuav

:s!ua't:autrfi tta? tLnnSflJ

on.tE '[un:efififinr:rtJf;uuur.Jarriruuil.rutararirfivr"l6'fuauu:rru lri'vri':ulruru6'tn{lrvrnTuTad

ariaurvrFt na'ou.Jduurur.iar?yEnr:r{rfir:vuurotfrrtmoiuav:v!ua1:auLvtFl l#aonn6'olrYunr:trjduurtr.Jal

o'rnrirr

*.* lun:aifi{[dmu (User) 6'olnr:SvrBnr:r{rfit:vurnouvl^:trroitLav:v!ua1:autilfi fi4tn'lr
!

:yniudvrBvr'kiir ro"[ri'uu6'rnrr:ril:satr{lrioluaqnrarionqurvnTuTau'ar:auLvtrl vr'ld ololfinr:rirvun

:vrJvrtarnr:ldrru uavun uFnfr vrBnr:1{lrurfi'ufi fi ralnnau'l"r r{Ju

a. nr:lEyr:6'ornr::ra'ar.irudrraYrryldlru (User Password Management) lfr'n"rrfiunr: muu6'n

" -Xtnf[Vl 91.1U

<.r g'ildlru (User) rlolrtJa'uu:ri'ar.irudrn:rr (Temporary Password) d'ufivrrrcirfil :vlt-t
nu

noilfr ': usroitLau:vlua1:au tilfituni{ tu:n

d.b n1:Ll6uu:ri'ar.irulr,ui (Password) 1#o'rufrunr:niru:slul3rar:d'onr::fi'ar.iru (Password

Ma na gem ent System) Tn ul{ricg6(L{lru (Userna me) ua s:fi'an iru (Password) r6u

<. * "[u n : aifi fflritr u ( U se r) 6 l :ri'a r.i ru ( Pa s swo rd) "[#t o Yu:rfla r.i rulrari

:ra'aairu (Password Management System) Tou16onlffiEnl:floUr{'1611l raiorf;onYu

dl:fi'anirulyilairu:yluonyilruo^t6nil:of,nei (E - Mai[) rir:oltolryl{lru (User)

a.a n:fifl{mu (User) hiarlrr:nurJduu:ri'anirulrailtd'l#uui'tn{tivrnTuTadal:autufi
i,_

:ri'ar.irud'rn:t? (Tem porary Password)

<.a fr't{lru (User) 6'oruJduu:fi'ar.iru (Password)"[rari4n u t6ou uas:#aairu (Password) lvil
!

u u ,! - -
frothiqEr niu :fi'ar'iru (Pa sswo rd) t6l

a. fiqr.ua:vuu (Administrator) 6'o.lytuil?ua^vBnr:tdtn*ltolry"lrilru (Review of User Access
!u - I

Right) odrrriouflav r n{r utoufiofinr:uJa^uuuilar tfrruri riru lfrTou aloofl ra6o?uqonr:i'rl

u. trinq'lrvrnTuTadar:aurmrtr-orflnor:1l#uriffldlru (User) tn'o'lfi'finrruf nrrlrdrlt utavufrn

nrurr:vuflnfirfiu*avzuan:vuufirnoa1nn1:td1fil:vtLunotfi?trtoittau:uuua1:autvln Tnulil:su-pr:vr-l
d v t\t4 d r e 4t A..-+-:1^9^Y^t9,Iy^^^.rrr-^.-\,.Y^.' <r i '-- A -&

u5oiryrrLtnlnr:cu ourlfiouilay o oYl raSoo'0"[rI41{tru (User) t{rirunT:ilnou:il frvilrulruduo'nilu

ou.lrXnq'luvrnTuTaEar:auLilnri11iuorurn:nr:flotfu:vulnolr,l^armoiuau:v!ua1:autvlFl Fl11.J

Fr?l:rrvlrluar 16'riri nr:trirtlnqoralru616nr:ofrnai (E - Mail.) iit i:tqfi'utaio6o4'eiw"riral#u Inul#a!
^d a du d d e' *{{1u(User) rfiofilriauui:vlrotooulradtdnyltouflailuvl 14:on1:tLa{tFtouzutt{'lu (user/ L}Jir}JrJ)-61Ltn))uu lel

il'tutuu lJ1J :14 1 5 A O fl 1 :
Link / URL dtailnr:

tl\01J0:u

uuarJfr rifilunr:inurn':rufiunlilaanfiud'rualiautufl il.fl .tedbb I c,
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o c, A u a ,,'rL
fl 1:n1ilUO14U1fl A?1il:U r.l9l{OUtJO{ 4 tt {',lU

(User Responsi bil.ities)

inad:sard
rnroriruuoufiryt'nrril:-!frfltoltotlildlru (User Responsibilities) rfioflotnlunt:tdtn't:vttt.t

nolr,l-'rrnoiltau:uu!a1:auLyfl loutrjld'iuoucyrn nr:uflntruu nr:a'rrf raionr:a-naor-rdrrfrtur doqa

fi 1:aurvrfl ttavnr:#nrjhuqr.ln:ailunr:l:vlranrado4a (Process Device)

ulsuru
,. riruuouutJfrlGlunr:"lrirru:fiar.iru (Password) uasnr:til6eu:ri'ar.iru (Password)

to. rirvruouurlflriolunr:florri'u:vuunorfirtnoitLav:u1r!a"r:autvntutcuvfililfiffldlru (user)

rfiioflosfi'ul1l#ffhifr?vrBaur:ardrfir:vurnorfirtnoiuas:vuta1:auLrnlutcuvfitrififfl'ffrTu (User) grua

en. riruunuurr.Jfrrim^lun1:n?uqlJa^uvr:-vrti (Asset) uasnt:tdrn'orrrt,.ulrfirtmoi LLautuuu

fi't:auLylfl (Cl.ear Desk and Ctear Screen Pol.iry) t6'rrri ronar: dariufindo4a ruavriolaar:autvn rfiolri

lrif;uvrivrti (Asset) oqlunmvdruf,ulrionr:l{rfirToru{'.lrifi3vrB ruav6'otrirraunl#ffl{lru (User) oofla1n:u!1r

n a r fr r un o f tLa v :u u ua 1 :au Lil fl Lfi o'i 1 I r{uo r n n r:1{l lu
a. ril,luntri'ffldlru (User) orodrnr:tdr:ra'adoqa (Encryption) urtdri'lnr:iuri.lrioqa ficir6'ry

4 v A a, -u .q .- - -.a- r^-.i^Y^r:^v: I t Y

raiaqiouafrrtlunrrua'lro{ n:ilati1lffr1ur3nr:qtnrfl 1oul#ilfl^ffinu:vrf,uu'jreirunr:inurnruaiuvrl

,;.;;;;" 

q

ruuarjfl^rifi

n r :"[{l ru:fr'a ri ru ( Pa s swo rd ) lrisf r rf, u n r: 6'l fi

r." ri"ldlru (User) ololril6uu:ri'ar.rrud,ln:rt (Temporary PassworO) fi'ufivl'rri1fl-.i :suu

norfr r unoitLau:uuua1:auwrntun{l ru:n

o.io r1"L{lru (User) 6'orriruuo:1i'dti1u (Password) m1}.t14}r?et b cio o.6n (l€r)

..* fldrru (User) 6'olur.Jduu:ri'aniru (Password) lrail1n u r6ou uac:fiailru (Password) lrail

frartri,f,r rir :#aniru ( Passwo rd) tfi u

o.a ffl{lru (User) 6'o{fl{:ri'ar.iru (Password) drufiiqnna6u rravhinrr:l#:vutnolfrrrmoi

v6o:vurar:au tilaqi1:fi'ar.iru (Password) lunr: r{rlft ruTorednTuil-a

o.a ritdlru (User) 6'ottriutJnur.ru:ri'aniru (Password) airuiunr:r{rfi.1:stunoufrrtnoi uav
!,

:ulua1:ffurytrrhfiqnnaduiuf Tnurfiurflun?TrallrHfiourfluauriFaiauo'r #troprratorfiuu :ra'aairu (Password) fi
dY U8 d q'
L{{1UL? [UvrrU9ltr'lu

o.u urnfinrrilsirrflufr'oluonril'ahi1u (Password) uriqnna6urfio{alnn?1ilifrr{iu lunr:rdrfil

radrqlnn"r rfi unr:ra5of;'uurd'rl#njf, uu:fi'aniru (Password) lrariri'ufi

",.6,, 
il1nfin1:n:vlirnrrrfinrfindutrnfcy6ffldlru (Username) uav:fi'aniru (Password) ttol

^ 3 , 4 t r q , o ^ & !r'.....t.Y--.. u 4'5tY
qnnalor unna#u6'ocll-eiruirillunr::-ufrotoustanr:n:vilrnrrloJnilu t?uurtte1t0{ 1Jfutry[t{'lu

(Username) 16'n:vlirnr:rJolri'urrtr uurrlfl ffi dritaurrluuo nar:ariudrrde

r.< {qrra:vlu (Administrator) o{orui6ou:ra-ao,iru (Password)lrari4n en u6ou uav:u"ailru

( Pa s sword ) lrari fro {ri'uxr fi'l :ri'a ni r u ( Pa ssword ) t6u

o).

ruuuJ fr u-filun r : in ur n r ufiun l r.J a o o n-u fr 1 u a 1 :au lvt Fl 1'{. fl . te dble I d



b. n.r:flo{riun'r:r{'rfi{:ur-runorJfi?rnaiLrau:vu1Jff1:auLralutruuvr"hififlt'fflru (User) q1{lru (User)

froloonorn:vw (Log Out) vr-ufirfiouFnl{lru:vur.tnorufrrtnoiLLau:uuua1:auLvlrl

en. fl1rFr?uFnJfruvrimti (Asset) uavnr:r{rfit:vurnolfirtslaiuav:vttual:autvfi (Cl.ear Desk and
9a

Clea r Screen Policy) trfrrir ufr unr: mr:laa'n tn cuvi fiifi

en.o iur.lUFrorfirtnaiuuayiuuual:auLvrFt :?il6r*.iqiln:nflunr:r.J:vll?atJalioqa (Process

Device) fiiorqr-l:valrirfrolfflunr:rJfrffilrutol n:]rafilraquuinr:qtnrn rvirfiu

en.b :uu1.JFlourl-rtnoiutav:uuua1:auLilfl in:*otno:rfi?totoiv{nfl1 ttautn;a.inaurrl^lrmoi
, e y 

^ {, u t4 g-..Jel - 4 qY e.. , A
l:vtrazua?oila m0{qnaogl{Fl?UtaTlrttt?lylilAtAil5n1:11,{'luQnn0{rl1ilnflu8.J'lUtvlluu

en.en iuuuoolrarrmoiuray:uuufi1:auw1n 6'ot1d'iunr:flolri'u6"lu:u-ar.iru to{:ull!fiAaf!

fi'rnuorndrufla1{ (Active Directory : RO) lnn{tifiorcjrl{lru Ltauooflalfl :uu! (Log out) fr'ufi4n^t'otd,

rFnldrru

,n.< fr'ldlru (User) frorYtfiprtolriof,uvrivrti (Asset)?ro{ n:ilafiua1uuinr:4tnrvl urav'lri'lri
g '* q q

vuv4at-da
n1u Fr? u n?'rlJ:ul.l 9l:v2'i tail au t!uvl:v{ u aut 0 { nu

en.a rldmu (User) 6'o{riq-erurJarvtolrifiomrrqiln:airaiotovid'ruri tol vr'rndolnolfrrtmoian_'- S 1

drEryiornio{noilfr?raail,rn1\'r 14io:uu!na:rfl?trroiuio:vrr-ra1:autflfl lun:fiiifin:trdrr{Julunr:tci.iru
: ^ a' v ' d v t 'rrvrrrTuladal:aulytFl

Llril r6il Lv rts{n?1ilU:uA{nfl :01.1 LUnriafl 0 nqr

en.u ffld'rTu (User) 6'0fl{nrT l:vfin:viqlunr:riufindoilaa1:autflfllfluqr.Jn:a5riufin do4a
o 

,- \vJvr/ r,v __,_,,..__u_ _ q t

4 d oo s u d4 4 A ,a a ---et-\
rL1JlJllnil1 u5Onr5nnerild1 Lu Lyllf{fl yl}Jo610 tl\0U0{fl ufl 1::? Lilato{fl 0{a

if, Y u a d Y va

m.e'rl lJnFr6n'ruuonrrflu?riorriunr:rirrflul1u:uuunotfr':tmoiuav:ulJU?{t:6utvrt 6o.ltoaul*6
I

na'rrynTuTaBar:aurunrfluarud'nun5o'nu: riourrirrJfl^u-filru urav6'o.rkiYufl''l:ol.4lJ-fi ornnq'luvrnTuTaE

a 1 rau tfl fl ri ou Gur-l fl rifi I r u

m.d n'E1i'ra1uoiln:fl:fufin{orau6onrnjrqdn:cfifiufin{oilan6'urr1ftru1uil hln"rrfrum: fr{fi
i -" --!- 3 !

m.d.o fl1tlilaruqrJn:afiiuvr'ndoqa rqiu Ftash Drive CDIDVD ariordari rvrl l{iufru lril{
i6nr:uu utounhftf;uu'ru utoLr,rldraru6'rui6n1:1i1a1uFr1il:Jra:61ua1na uiomr:rfin6uun::sJn''l:q:fl::11

o rt a do
vt'r{0 Lafl fl :0unafl luufi

en.d.rE nlrdrqtln:aftiufinrioqahfl{muluri trlv'loi*um (Format) qrJn:airiufin riorya#u

Toul{i6nr:v,loimm (Format) n'uu.l1g}:Slua1fla utorrllfinruvn::tn1lq:n::}JvlT r616nvr:ofindnhraun,.
a. ry1dl ru ( User) orodr nr: rrir:f'adoqa (Encryption) frki'fu: o tlr1 fl :fi lua 1 narai o m 

T ufi
a d a '4-o---- tri'ruri HTTPS, ssl, LDAPS, vPN, xML, ebXML r,tiorvrrr1ula6n 6uu fl ::il n1:q: n:::Jvl'l { a ta fl u:0 ufl a fl luu9l

fiulnddn.ir urlfflun:fifinr:iueido4aficird'ryraio{aqafir{Junmud'uto{ n:ilafiuaquuSnr:qtnrvr Inul#rJfrrifi
dtvva

nrr:vrfi uu'ir6run r: Snurnrua.lurl:1$n1l il.fl . teddd

uu': tl fr rifilun r :in ur n r u rTurr { r.l a a pr riu 6'r ud 1 i a u Lvl FI 1I. fi .tedbb I 6(
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n 1:n?u nil fl 1: t1J1 0 { [n:Og',lt,t

(Network Access Controt)

innrJ:satri

u1uuru

rfi olri'fi nr:nnuqu utavfl ot ri'unr:rrirfilrn6odT ulo uhil6'ilor4grm

,. riruuorruurr.lflrifilunr:rdrfitrntotirutot{L{sru (User) ravrrvfiloiiuorpgrnlfr'rrirfit

b. ritaunuurt]nrifilunr:duriu6'rqnrnaeiuiuryldtrufioqjaruuonolrin: (User Authentication for

ExrernaI Connections) lorurlorriryuor"l#n'nr:6uflud'rqnnarioufiovor.4rgrrr t#fftdtrufioqinruuonolr{n:
vdv 4 r a d

a.lilt:nLr1Lfl.i1urn:oUtu :uu!noilfl?rFro:ttau:vu!41:autvlFllJat n:la#uauuusnr:4tnru 16'

*. ii-nnunurmJflri6lunr::u1qiln:criurmtortru (Eqrisoment ldentifrcation in Netra,rcrk)Tnufiovinaurfr6'nr:

! I'--d'- 4 I '\v " ''"11::vuoln:niuutntotirur{iunr:6uriufraur:o:vuqUn:rulutn:0t'luLo ttavs]o{ltl q,

a. riryuprruurrJ6rifitunr:flolri'uuoimiildrirraium:roaolrtaviliuuri.l:vlu (Remote Diagnostic

and Configuration port protection) Tna6'owrrlqunt:t{ta*tltoinvr'ld'drviun:roaau *avr.J:-u*ril:suu
& v 4 d

vrr nr: rt r ntv 1{ n'l u u'lrl Lta ur1{ trl:01J1 u

a. riruuptrrurrJfi^rio"lunr:rmuunmtadlu (Segregation in Network)Tnufiolrnhuuntntor.irumunq'iltol

nr:ftIuBnr:a1:auLyfl n{lnr:ldlru n{ruolo"rJn:njar:autvrt rravn{urJ:vrnv tottntodrtl

u. riruunuulr.l6rS6lunr:nruqunr:t6otriourltntorjru (Network Connection Controt) Inu6'ol
4 qv 4 I ia q!'!1, u 4 4 '-- ---t-

n.:rrolnr:r{rfrly5o [citrutn5Odrufrl=nr: Lt:'lltrluy:otfloilrt0:u1,1?"1{14u?U{1u
t 

o 'a uAq -- - -.^^--u^.y^.^^^^^.^..^d^^l^.,/f,r^4..^-t-n^..+:^^r^^-^l\ 
J "' J 

'

s,rr. rirvruouutJfru-o^1unr:rrruqlnr:o-rr#uurwutntorjru (Netr,,rork Routing Control) tnolfinr:ufrolmo

lorRrouvl^rrg1oiuavnr:drairuutolraauioutor{o4autoar:auLflfltrnunr:dt{o4a a1:ffutilfiaonnfrolrYu
v 4 9Z---.-^--^,,^^4 t ^ - - - -'- -^^L- rr ,,^-^^-1#onoraaqron<.

ttu?uflu91n1:LtJlrl{Ltaunluq:rnr:1{lrua1:autvlFl iott"" Control') uasnr:ld'lrurtrttnr:fiotfionxuqiln1:

trirfilar:autufl (Business Requirements for Access Contro[)

ruuarJS'ri6

o. nr:tdrfil tniotjrm oleil{lru (User)

o. o n r:ldlrurrrr,.irril utl 1 uuo n (l nternet) l#rir rfi unr: nld

,.r., riryunlrildfryfiri'tftru (Username) uav:fi'ar.iru (Pass,,uord) to{nuto{ eirra:-lrdr1{cru

:vu tn6odrfl fl 'tuuofl (lnternet)

o.o.rs #ru1{qu:vuuunEodrun'ruuan (lnternet) fifinr:n:oun:oluuuriinvi (Bandwidth) qlfi
u , j y u y .i lv .1 .,
Lilrnulro{n!nr:unlriurirfi:rrnr: 16uri Youtube rarilooulad v3o:runr: r-Tutfilsirll lutrar:rtnr:

y y d \ ril , \v t d ui <A- I d a I ..q--iS
o.o.* fiur{1mJriultrtfrlriru:rval 

'Louri tluLtotvtnnrtorlao::il a1iln0u1x1: t?uLtnu}J

X ;oqv u a "--r'{- 3"
rfi orarfi drlria n1futl fi fl 1fi u1 tua uv{:utJ141 fl um5u taoil taiu

o...< #ruri]nr,.ru{o{aci16'ryratodo4afir{lunmud'uto{ rtilt?{lillaquu3nr:qtnrvl niru

:vw tqtodr u fl 1 uuo fl ( I nternet) uiu umlfriuor-4rpr nor n u{rto doqa

o.o.a fionJflr-Tfrmr1vuv:rff.irg6g'6do4adrrar:town{:1tnr v{.fi. Ieddd rl:v:rmirgcg'm'lr6'lu
.j v -.- 

^-!^-.- .l rr '' ^ - 'i
nr:n:uilln?.u.rzuoLnu?#unauurumoi fl.Fr. bddo r,uavvrurrfltrfrl.rtrtil n:utlttt*rpcfdnr:inulFl?1lJlJuo{

r;aoorn-ertrruoi r.n. bdbb v,t:yi1$drurg'fi{ur:orrioqadruqnna v{.fi. tedbte lnurnisn:-a 16'uuri #rl
rtJorruudo4ara{il.1{:1rflr:Inu1il16'i!or.4ryr6 ritruninrnrato{04aln1 fifia'nurusd'uu{Jurlfio d'urflunrru

ruurtlfr ffilunr:inurnerufunlilaaon-udrualsautvlrl v{.fi .lodblo I oo



^ i - "t t a v dt 3 d -Y-.-^-)^- Y 4 ddu
frorfrulniunnrurlueNuvil:1lJa1il'td'ni o'ut{iunrrufrotRB?fll]n1:n0fl1::1u 14:ovlilafluruua1}Jfl0u'lx'l: uav

hil4rnr:ur,ruumiyioeilriorioqano:rrarrmoi6'lndrt airu:vttutntodrunrouon (lnternet) fir:rtiluLtl'linrv'{
voi -J ^ u & J ,- ,l-.a-. --3 u , v ad a d a d 4 ad "i o f, o d v

cia.iri6ufrrfrna1nnlia51{f,u 6'orio riou6l u5orr'nuUalotrul6nl: il1{dLa-nv:Oiln4 v:O?fifll:ouLnilauv1L14
,A a J a -l d q 4-1 Y:?-
zur]u rduBo udu{ 6tnav}.lu 6ln Lfl aunt{ v:0 Lrl:lJFl?'1110!a1u'U' . ! U U

o.o.u fr0.::sfin:virnr:on'niTraanlv,ki{oqlautoTtl:rn:rrri1.i'l a''lnrv!!trliorjru nrauon

(tnternet) rv!:1vo'raLflrn'.liuun^rfndf,uvrrrrlryryr v:'iorovirlri'fitr:-anaufiruotoiqnln Toun^:vlu
ad

ao:.rTr1 Ln0 I tLau:uuua1 :au tvlFl

o:o.e.l ua-rorn1{lru:uuuLniodlunluuon (lnternet) rrf,ttrltJorrilu:1?Ltoi (web Brourser)

A * - .i Yl
ufi a fl o r rTurl n n a 6 u urir"ldl ru

o.tE nr:ld.lruanvlrluaLf;nv:ofrnd (E - MaiL) hin'rrfrunr: o'td

o.to.o fiotJfrffimuvuy:rfficgffi'irdrum:n:v1i1nxrilfro16urn-unolfitmoi v'{.fi. toddo raufi
*l^sl

LmLlrrvr:lmil LFluLq:{FEn uavrfirl1ftru0or14:r1ua#nil:ofrnd (E - Mai0luvrrd hiqnfiol finnqulro av6ofiao::l

o.rE.u 6'o.rtrira?{ulrJal:v1urdiliol#d'6uuartvrzuatJ:vTutflurfrsq:no 6'runr:hitru
!l

oorutruo^rdnvr:orjnd (E - Mait.) vr*drTpruTntuututJ (Domain Name)tJo{n:}Jffu"llaqu!in1:fifln1v'l

(6hss.maiL.go.th)
- A vt ad a dt

o.b.en Fro{nt?aao!rorya.ianu:J'luArfinr:ofrnd (Sender) rioutilnooru:rruOrSnv:ofrnti
- di il u ' -'ot4--u-^^-.r=^,-^JT^-,,^^..^-.r--^-..!-r^r^Tr 'Y 'did

(E - Mait) rlouo{fluflr:rilprlilaio-uol:'tuvt'o1afitr:-anouvl^rtmoi TprutaYltv Executable FiLe kiuri lv{dfifr
-i o v t 4 | v

ulu6fla .exe, .com, .bat LLau .inf frorOilrttra:vuUtn50t1Un:lJAuUAqU!:n1:qfln1fl

o.b.d ud'to'rnnl:1dt1uaoy:JruaL6nfl:ofrnei (E - MaiU froloonorn:uw (Log ouO fr'ufi
) u - J vqY

LYI0! 0{ nuu n F'}a 0u tlJ'l L{{ 1u

o.sn nr:"Ldlru rniatir ulia1 u (WiF i) lri'sir ufru nr: 6'td

,.r.r finua:vlu (Administrator) 6'otlirnr:rrJa'uurir Service Set ldentifier (SSID) vl'qn

riryuorr{Jurir:Jlrr:g1ul1a1n6^arrn'ufifirirorJn:nin:valu#rucu'truttluliare (Acess Point) ur6nmylrfiolftru

r.*.r, ffHiru (User) fi0fl{{iorirpfiflftru (Username) uav:fi'ar.iru (Passra,rcrd) firflutowuro{u

nr:fi qarifi"l mu (Authe ntication) rfi o r{r1{l rutn3odr utiar u (wi Fi)

,.*.* tunlir{rfir:vrunotfirrmoiuav:u1J!41:autvrnairurniorirultaru WiFi) frldlru (User)

eua.rl.r1:fl1{.'rfrr:vuunoufi?rrroiuau:uuua.r:autvtfltanrvfitfiiuoqrulrralllarB tolrnioriruttaru Wfi) wir#u

o.en.d frtrirru (User)6'ortriririn:'rourrr^r,r.innvrriuavqrJn:nif;'oar:ro6oufi vr'r{Ju
uq

vrintif, uuol n :lariuarluu:^ fl 1:atfl 1fl tdft ru rn3orir uliar u Wi Fi) dtilil1 Ldafi o

o.en.d 41dtru (User) trinr:lr'rq:n::unrtturNo rHnv:ofrnd:vr,rjrtnr:"Htru rn6odrutiaru

(WiFi) rfio{arnorotf,onrtrlrirJaoolriuravolQirlelflr:ufiouriotrold'rycgrru

o.en.b #r:rrytdlru (User) 6ndruravrflnn'r:li"r{1uTil:Ltn:iltJ:utrlvrd'noTurioqa (Network

Sniffer) Lfl:luotarAnFl?'tilreuulurio:vrurn6orjrutiaruto{n:}.la#llaquu3n"l:qtnrl uavfinrrlfinmu
' v v^ t v t:n:vlirfiovtl{noilfixtrroi n.n. rraao uasfiuriltrfiurfrlyt:U:'lfllJfufugl?lo']Ufl1:fl:Yl/l'lr',lt'lvl'l{rluurl Jtl'lu-) r\.rr' tgGGo 666'rt vrt

o. a n r:ldl ru rntori r ud'lnilo oulad (Socia l. Network) l#rir rfi unr: 6'1fi

o.d.o llTrhytrd'1fi'uSzururniotru#rnuooutail (Socia|. Net\^Drtd"luurutrosn:uariuaquuBnr:
vu 4 v o t v--4 -u u qvu .d---- ' i a < ov 'u a t 4

aflnr\ r[iufrorrol6o{utan{fl"lrr14il1 rarirfr a"rd'pr lu't'otou tYl=on?1:Ju1t80do LouolQLuIUaruanuil u:0
i u u lY

LFt :0 {141.r',r U LLA f}{fi { n fl LFI

o.d.tE n.t:drrauordour{oqarirurnrtor.iruf,'ln:rooutari (Social. Network) nr:druauotfiurn-l

fll:na{ruro{ n:}rfl1i11auuuin1:aflnfll lfiruriidufr'rru r&'usfro tian'lrri1tfiu.i1u ttnutimal: dL{JuJ:ub{ri finrtrqn
qq-u

uru:ilfr ffitunr:inur nmufun.:la o n fiu drual:au til 6 fl .fi .bdblo I o o



6'or ldnrurr'qn.* uavl'gr-lur.ruvr'rirautq l0uturourglotr.irunrrut#utouorn{vl'toi:-ulouuuruuio

{rirdufirgtrriouqnnYr
o. d. en fi'r rr rfl n rp,r u do 4 a dr rYcy r,ri o do 4 a fi rfl u rr r rl #u fl o.i n :l.l a #u a q uui n r :q t n rvl

rirurnBadru*'tnl ooularj (Social Network) r{uuril6'iuoqcgrnornrdrtosdarya

o.d.d n:fir.J:vcJrruytourirumu6ufinru6nniuunnri'x frolduold"lunaqna tortlunr:Ifr'not
,l

6'runrruquur:r uuavnr:fior:rurdrnrrl6nuiu6'lnairrrr"ldlunr:r&'rrru'nJiurJ:flurtotfirfiurriolsiatr.J

o.d.d ?111rrfl0{n'l''rilnaruuyrarolirhXr{rlo'itflunlufioniuorn n:ilafilaqulinr:attrrll\ ttau

froluans{onruqirflornruYufrototl (Disclaimer) 'irrflunrtrfru,,r;uu.urJ, 
e q

o.d.b 1,1.lrrLfrnn?1ilfinflarorornnr:l{srurntotirud'lnlooulai (SociaI Network) ryltilru
ty

(User) 6'otilfr otolnrril if; uurufi ufr nflurrasn'r rfr unr:rrri'Ltfr'ufi

b. nr:6uriust'rqnrnaiirvYlfflftrufioqjnrouonol6n: (User Authentication for External Connections)

4 u u'5tv 
odnruuanotrin:(UserAuthenticationforExternalConnections)n1::uLi muuuuua'lFlu1j0{4 t1,{1U - -s

ri'or1,frticg6ryidlru (Username) uas:u'aniru (Password) sotmutol tfion:roaoUnrruqnd'ollunr:fiqori

6uflun'.:mu (Authentication) riouu{rfirrntoriru :vuunolfrrunof uav:vuuallautvlFl

en. 1lttuugiln:aiuurnSorjra (Equipment ldentification in Networks) lrfrr{lrfrunr: 6'1fl

o,.. n{lrvrnTuTadar:auuunfios{'enirriuv!!tntodru (Network Diagram) iliou:ruavt6onqrJn:ni

uurntorirufiuiu.irsirL{Jurionr:l{ru Li'uri nq'lqr.ln:ai ratfioqjlofi (tp Address) rauil}rlutaataurvotJn:aj

(MAC Add ress) To u"lri'rJiurJlqn tE fl vto mrun? 1]r t14]r1 va]l

6n.b n1:d.rrntotno:rfirrnoirasoqr.Jn:aif,oar:rn6oufi lr1{lruluunioqirufr'o{6'ilorlcgrmorn

n{urunTuTadar:autvn

<. nr:flasiiulloinfrtdritafin:eoaouuuasrJiurrsil:vuu (Remote Diagnostic and Configuration

Port Protection) "[#rir rfiunr: d'1fi

<.o ndlrynTuTadar:aurysfrold'onirru?vr1{utodfiolunr:flolrYunoimfildiitaYu rl:?aaou
q

Uavr-iiuuusil:yul (Remote Diagnostic and Configuration Port Protection)

d.b ndilrunTuTadar:aurvrn6'arrilo"[d'rrutavrrvvloirrfirirrflurirraiunr:kilrurvirusu *avfrol
d ia, qY a i -i---e--n:1 adauilo: Frvl ttl ft 1141.J : fl 1:alJ 1 tailo ou1{uo u Ldouff v o Fti{

a. nr:$illutrnrniodra (Seqregation in Network) ur-jlrffu < n{l 6'ld

a.o nq'utornr:"[riu3nr:a1:aurylFt 1d'rrri :vrua1iflutilfitfion1:afiuaIun1rfi0ud'niLav:uuu

a'l:au rilfl tfi o n1:4fi1Jff l{Un T :rJfr ffi lru
a.to ndmr:1ftnr16uun rfrmol:vuu (System Ovrmer) 4'qrra:ruu 

(Adminiskator) rravffHflu (User)

a.* ni:rrorqtJn:aiar:aurvrn leiruri qrJn:aifnuintr:rdunlr-taonrt-ua1:auuun uravqiln:ni
4r

u:v1:0Frfl'l: tn:01'1CI

a.< n{ur.J:vrnil?lo{rrriotirunaufirtmoi tfr'uri :vuuun3otirflnrulu (lntranet) :vultntatjru

n'r Uuo fl (l nternet) *a v:vuu trriod r oTtufi rnu (Dem il.ita rized Zone : DMZ)
i ' 4 | ,. 'qYo ^ - j

b. n.t:oxuqlJnr:rfiolrioytrlunSotjru (Network Connection Contro[) L14fi1tuufll: a{u

u.o na'rumnTuTadar:aurvrn6'or6ords:vruflotrYunr:unlnlol6vrrlrntorjru (Firewa[t) rfiold

rtiuonnrununr:tfl olriaurlrntar.irU (Network Connection Controt)
I 1 

L., . t 9 r ra Y i I 4 \Yu

b.le r.l0tta:uw (Administrator) d'oqhjuflntzuu{oqanr:tfroilrloil1{tn50t1u n0uLrl:u01{iU']n
$U

or n n{l wr nluTaBar:au tvrrt

uu':rJflffilunr:Ynurn':trriunlrJaaorfiudrualsautvfi fl 'a.bdble I ob



u.en fioua:vu1t (Administrator) firarirfflunr:nruqunr:t6ouoio#rgryrruratounLen nr:rdaurio#cgrprru
-'- {rj--- r

,iqvu I rsd .&X i/-a--..-----4-.-d ' o d'61 4l ' c/. --.
mrufilfiYuoqrgrnornn{lrvr[ulaEar:aurmn vr'ril urnmuuoilnnarona'iotfiln1 ]flan?lilx1tuulum:tto:JmoarUrFil

hI:rulrun dl rvrnTuTa 6a''r:au tilafr'ufit
4' , 4 I v I u uuil

u.< nr:rBolriouniatiruar:aurmrt:vv'jr{nrilafiuaquuinr:qtnru ri'uurjru$luntuuofl nolL6itt

oqcgrmornoBrduasrfialrrior.iru:vurtntorjrunsilfirtnoitrorry"t#rBnr:fifinar:rrirr{iofietu y
urdl

si. n1:nx uqrJ nr:6'o rdumr{uu Ln5od1s (N etwork Routin g Control.) lv1rf,r rfi unr: 6'sfi

6,r.o fr'nua:vuu (Administrator) frolnruesJnl:a'nL#uil.l{uutniodru (Network Routing Control.)----- r.it--- r

rfi'olri'nr:udousio:suunolfirrrroiuau:uuualiaurvrnr{Julilodrdrj:sfivBnrvr uavnr::-u - dlvionr:

traa rt uur or{olaratoar:autilfi t{Julilodrl::n rir
v'

6'r.ro {'grra:vuu (Administrator) froru5u{o4ao:ro:noufrrunoi (Log Fil.e) tolry16'lru (User)
U!

r{iu:vavurarhirioun'ir cro iu fl'rsJ}r:v:1tficgcflfi'jr6'runr:n:vdrn:rufinufiu:fiunouvrrrmoi Y{.r1. toddo
.lqJ^

LLAUflttfl LtJtl{uLfilil

uuar.lfl riElunr:inurnmurTun$Jaonn-udruarautvlFl ll.Fl.todbb I oen



u8r?a d
n1:nxuqsJ nT : nirfi t:vuurJfr rifi nr :

(Operating System Access Controt)

inqrJ:varri
,1,'on?uqlnr:rdra'l:vurJflrimnr: (Operating System Access Control.) tl'l'oflolrYu nr:rdrfil

< \ uvu
:uuulJfl!fln1: loB uJ La:!0uru10l

uluu.ru

o. riruuoruutJflffi"lunr:r{rfil:vuur-ifruGnr: (Operating System Access Contro[) Tprufr'aqfrnr:
v 4 v ad 4 u I -<-l--^-u

nruqu nt: ttrdlol uronr:uuuurl?rluvua0nn u

b. riryuouurrJfrrJfitunr::vquavduflufirnutalflftru (User ldentification and Authentication)1orufr

orriruunlri'4l{rru (User) firiaqaianrvto',roldtarur:a:vt16'rnutatff[{lru (User) t6' uasrdanldflumou

yrrrunfrrrlunr:6uf,uh'rmufirru',ra, tfio:o.lYunr:6uriu'irrflufflrilru (User) fit6't-uoqrg'.r,

*. riruuquutrJfrffilunr:uBur:o-ornr::ri'ar.iru (Password Management System) Inu6'ot6'orlir

:yluliu.r:6'nnr::ri'ar.iru (Password) fiaur:nlirlrurfrlTrlolou (lnteractive) viol'nr:lirtru"[ua-nuruv
u < -^ a N e-.-t.- -. rn .. .ja
on Luilfl t{ toorlo fl 1:nrvun:ri'aairu ( Password) fr fr qcunrvl

<. riruunururr.l6^u-filunr:"[rirruTrJ:run:uo::nil:vTutrj (Use of System Util.ities) Tounr:sirn-o

raun?!q:Jn1:l{muIil:un:ro::nil:vlotri rfioflolriunr:asffioutouf,ntduwrn:n1: n?1ilriun.:rJaoerr1ufi

16'rirvuoli

a. riruuor:vovurarqfinr:"[{ru:vltnrolfrrtmoi!!au:uulJ6't:autYlFl ut'o'irrtiuornnr:tdtru

(Session Time - Out)

u. riruuq:suvrrar16ousio:vu!noilfir tmoiuav:uu1J?{1:autvlnfifinrrurf,'ulra6ofinrudrdrg4l

(Limitation of Connection Time)

ruufiJfrrin^

,. fld'tru (User) ri'oflririrgfirykirru (Username) uav:fraairu (Password) tolmutat ei1lailrrirfil

:vuurJfr ri6 nrl (Operatin g Syste m Access Contro[)

te. n1t:uqmyduriurr-rmutolfflftru (User ldentification and Authentication) rirrauohX fflftru (User)

rffolldrirgfiftdlru (Username) uav:fi'aairu (Password) towutoq tfiom:':oaou a?lil4n6'ollunr:fiqori

6uf,u6': mu (Authentication) riou utirfi l:vuuilfr fifi fl1: (Operati n g System)

en. nq'trvrnTuTaEar:aurvrnfrord'nl#fi:w!nr:u3ilr:d''stnr::ri'ar.iru (Password Management System)

fiarur:odrsrurfirTfinou (tnteracrive) ratofinT :drmuludnucuvo'rl1u#fr dt16orionr:rr.Jf,uu:fi'aairu (Password)

fifiq*n..l* Tou{[{tru (User) arur:ndduu:ri'aniTu (Password) lrari raioto:fraairu (Password) lraritd'frrtl
-t

g1utorriru:vuuuiul:o-onr::fi'ar'iru (Password Management System) fl114u0 Fl{u

en,o n:fiilnfi
nr:1{:ri'ar.iru (passarord) ro^r rfiol{r{Jurndodotunr:n:roaou6utiurr''rnu (Aurthentication) utav

6't : #a ai ru ( Pa s swo rd) lrari ltllun : m rd u r niu

sn.b n:ai6u:ri'a ilru (Password)

en.b.o fl llt6onldiBnr:morLr{rnru uto

uuar.Jfr rifi'lunr:inurnmuriun{tJaanfiu6'rualsautvlrl fl .fi .todloto I od



Gn.t€r.b n1:16on:-! Lint</URL dtaiunr:o"t:u-ar.iru (Password) "lrarititu :vuuxetl4tJ1u

6i5nvr:ofrnii (E - Mait.) cia:omror41{lru (User)

<. nr:qirfi'qLraun?unilfl'l:"lftruTrj:un:lo::4il:vTstd (use of System UtiLities) ritaun d'ld

<.r fr"l{lru (ur"rl rloltrid'nutiacaiafrn#{rJ:uun:ro::nrJ:vTutriln1 lu:vuurJfruGn'.r, ,fod
U

lun:fififinrrudrr{iulunr:t{qruur,lum^l l#ru{.rnrur.J:valr{sion{uuvrnluTadar:aulvrn

a.t, nr:"[drruTr]:un:ro::or]:vlutrjrorl uon,rfirr'.lnr'r^rdolrrYu:vlurJfru-m-nr: td'rrri

TrJ:un:trJ:vrnyn-n6''ldo4a (Network Sniffer) hJ:uun:lr.J:vtnuo"n6'u:ri'aniru (Password Sniffer) uav

Tr-l: un:l Form atter nhraunl#{q rLa:uuu (Adm in istrator) rvirrfufi fi f; vrBlft T u

a. fiorLLa:uull (Administrator) d'orritauo:uuu!?arqst^nT:ld'lru:vlunolnttmoiuuav:vuu
-' 

_! u_ I

fl1:aurytFr rfirr{u'j'.ror.nnr:l{lru (Session Time - out) rfion:u od urfi rfiorJolfiunr:rrirfildoqalorolri
U

td'iuouruTsr
iu

u. frnua:vlu (Administrator) 6'osriruun:vusi'tart6ousio:vulnolfirtrtoiuav:vuua1lauLilfifi
!U

ai4d
frnrruraulfi5oilnrrua'rn''ry4l (Limitation of Connection Time) Irrulfld'lruld' tiluurar * d'e1ulrionr:

rlJoilolofiu{nr{ trayrun:6uyrrro]Jrtoa'rnn'ruuofl ri,rauorlril{lrukYnrslu iuuastrar:1tn1: riurr'rin:rlfril
o dr oY u o rrrynTu1adar:autflfi

ruqrian?1ilqI'rtl-lu lvfl 00qru1nii01u?un15nq]

- ,, , uv
uru:rJfru-fi'lunr::-nurnaruuiunrr.JaoqtYeJdrualie{utvtFl ?tl.Pl.todbto I od



143t?O b

n1:n?unilnr:r{rfr rIil:un:ud:stlnoirato rraufl f, unqj'uuaudl:Glu tvtrl-" -" - --9---- q

(Appl.ication and lnformation Access Controt)

inqrJ:rard' 
rfionrlquuuavflolri'unr:rdrfilTrJ:un:rutl:vunriu:'ouolwfrtnrYuutnvar:aurvrn (Appl.ication and

tn formation Access Co ntrol.) Tor u1il16'Yu orlcgr n

uluurs
r. riruuouutJfll-olunr:nrlqlnr:r{rfirar:autvn (lnformation Access Restriction) talrlHlru (user)

rrayfllrir"u (Functions) rirrl ro{rJ:rrn:lrJ:vqnrluiouavll16mtJu (Application and lnformation Access Control)

^ ^;. \v
01ilailfivn1uua L?

rE. riryupruurrJgri6rirufi:ylunolfirumai*av:vt!a'r:autilflfiltrrionr::unru fifiruan:vvlu

uavl^nrrra'rriry4rrian:lariuaqur-r3fl1:qtn1fl Toru6'or10iY!n1:Ltuflooflarn:vtl6'u1 uavfinr:n:uqn

anrnuror#ailTnurailry vrio:l,r'r1ri:r'nr:n?!nlJtniotnoufirumoiuavqrln:ajf,oar:tna*ouii fitl5,iro',ut'.ln

nruuonotrin: (Mobi[e Computing And Teteworking) 
I

*. ri.ruunuutJfl^u-fr"lunr:n'ruqrrn6ornoufi:trroiuavqtJn:rridoar:rn6oufi Tnufiolrirrauo{otJfrlGrrav
j 4' 

-r 
I -- -a-.-- ^!..^-.--.^ Y A

lJ.r91:nr:yr!fitJ1ya:JLTroilnflor:vuunorfietmoiuav:vuua1:auturt uavrio4aal:autrflarnn:utdultol
ay A a d , "4 4- j

n r f Lt tn5 o I n 0 il il ? tfl 0 : tt'a Y 0 ! n : cua 0 a "l : tn a 0 uvl

<. riryunuurtJflrimiunr:ilflrimrruornnruuondrrinlru (Teleworking) Tnufr'olritaun darlflrifi

rLzuu{1u uavrYunour.Jfl ffi rfi or-lYuldeirraYunr:r.Jfr ffi truornnruuona'rfinlru

rA OA

uu?ufluet

o. fl 1to?uQrJnr:rdrfilar:auryrrl (lnformation Access Restriction) l#rir rf,unl: 6'1fi

,.. 4'qrua:trul Gdministrator) fiom-n"lffinr:atvrvuCuury"Lftru (User) nr:rinaurrSvrB mtroitnnilrnvrari

..1fifitfiYuuourr.oi,urn.:yrlynuf,ytBnr:u{rfiltotffLdlru (Review of User Access Right) odxriouflav o n{t
o ori < ,.=j , \v t v qK o { -.----Y + -.a. 4 Yv e

u:-ouuofrnr:rr_ldr.lurrilat ln'uuri rjru"[u-lou a1oofl u5odu4nnr:Q1{ s{:?}.lo{u,nnan1uuofl14:0tJiue1{
- . i Y< a d Y
(Outsource) fr trlrnl:vIunaIltlt tnoi ttaY:vu!a1:autYfl o?u

o.to ry'qua:vul (Administrator) o{orrirraunlri'ffL"fftru (User)vt'tdrfil:vutlnolll^rtnoi uav

:uu!a.t:aurynr.irurn:'ar.irunruuon lri'ileil{oUar.irutniodrueirurt-riafiou (Virtua[ Private Network:

VP N ) Tn ufi nr: ujr:ri'ainurnr uila o orflu L[lJ! Secure Sockets Layer (SS L)

o.en fl1lFr'luqlnr:uirfimorry'ir6'x (outsource) :ruavtduntJ:1nflrl1lJn1rlrJu'ln

. b.:uulJnoufirlnoirrav:uuua1:aurvrnd{rriofl1:i!n?u fizuan:vvtuttasfinrua'rrYcualrion:u
qvo - -- ----{au!aquu:n1:qtn1fl L14Fl1LUUfl ',l: fi{U

tE.o isi1l1o0lJfirumairuas:wrl6Tr?{uryrrlfi.ilrmonr::urrnr fizuan:sru ruavfienrrrir6'tyq$oodn:6'{d

lo.o.o lyLJlJnr:uiur:6'rrnr:nrrufiunqjaanfluuavinsodru t6'r'uri :vuu Antivirus, :vtJU

Active Directory,:y!U Backup Systems, :vUt Domain Name Server, :vuu DrTnamic Host Configuration Protocot,

:vUt Network Management, :uUU Network Monitoring ttAU:UIJUOALnUtJoHAnAl{

b. o.b luul1fl rajinr:nr:liunr:n6'tnrniqd:n 116 u5 nvr:0fr nd Gf mS)4U

te.ro :u!unoufrrrnoiuav:u!ua1:auryrr dflroionl::1Jfl?u fizuan:vvtu uacfinerudrdry4tria

n:ilafiuaqurinr:qrnrvr rlo.rtfriur:fiosrstrurntornolfirtmoiuridruuunoontrn:vuuo'u1
w ,t , av

uru'1ilfr rl6lunT :inrgrnmuujun':rJaond'udrue{154utilfi il.n.lodbb I ob



to.en rinua:ylu (Administrator) frorurirdufidtailnr:fr0#trntorno:rfrrrnoirrridrumril:v6'u
U!

narla'rfrqrravnturJaorri'utor:vruoolrn^rlmoiuav:vuua1:autilflfi{trrionr::unru u'a.ran:vvrluavfi

nrT :reirdcgqtrion:rariraquuBnr:qtnrn rfi onruqlanrvlurn6'oilTnutafl 'lv

rr.< nr:"[drrureria.rnaun^:rnaiuuasqr-ln:aia'oa1:Lnaoouvl'v]'rJflr-in^rTuornnruuonotrin:

(Mobite Computing And Te[eworking) rfiorrirfiq:vuunrolfrttrtoiuav:vll!41:?{utvtrldltrrionr: :unrufi

,ian:uvruLLavfinrrruitrn"'ruatsioorr{n:6'otrdrfitluafl1uvr'vl'fiarrur-laonflutrav6'oltoiilaucurnornndl'' -Uij- i u I

lvrnrluTadar:autvrFl
.i ^ 6 | aoi .i .lqryo . -{

en. fl'llFl?uouLnso.iFloil?'l?t9lo:uauq!n:6ua0a1:tnaouvl [14Fl1tuun1:91{u

*." rinLLa:yutl (Administrator)oiorn:roaouLnio.inoln^rtmoiunnruavqiln:nia'oar:
-'-- '! u__' -- c

rndaufirorffldtru (User) uBounnanruuon rioudurt6ourio:vuunalfituotaiuav:vuuar:autvtFl
J ^ dv - 3

en.o.o LFITO'inOilVI? tFlO:n0'iFl:?040U O{U

(o) :vuurJfr ffi n r:6'olt6'iu nr:n o dt Se rvice Rack nafd'urirqn

(t )TrJ:un:lrr:?oaouraufloln-ulaianolfrrrrroi6'0116':-unr:oivltoyrorutTolalrYa4V

^ ai a, -
na:L fi r rfl a ifr ltiufl o oriu

"u
(*) lrifrn6'rTtJ:un:til:vmra-nd'!doqa (Network Sniffer) *asTtJ:un:ril:vtnvo'n

o'u:ri'a t i ru (Password Sn ifter)
' d) ' i t6'uti Smart Phone *av Tapl.et fr'ott6'iur:6uu-u fi'rfilulnuen.o.to Q! n:6U40415 tnAOUV

f.ilricyfifflilrru (Username) uav:fi'ar.iru (Password) tolflt'nu (User) eiruilnir"lthru

<. nr:ilflrifi{rua'lnJt'tuuon n:ila#uaqu!3nlrqtnril (Teteworking) ritauot d'ld

<.r rildlru (User) d'olrJflrimmuuil?n < uurrJfru-F do t, nr:duoiun-rqnna e{rrair.rffldlru

fiodnreuonolrin: (User Authentication for Externat Connections)

d.te lnnan'ruuon6onJfrrimrrlilur.r?o k uu?ilfl^fn {o 
".t, 

n1:uooqrpnrfirfil:vulnoufi:trroiuav

:uu!a1:fiurila (te) n:fiu.nnan1uuofl Ltauillnd'otrJflrifirru6'rutmnfin 0tflnluuonn:lJaflua!u!3nl:

q?lnril (Teteworking) l#el.rufrun1:n"rilfind}rtvrnrTuTaEar:autvlFlri'tllurltflunr:uanrvn:rr

<.* urrou{rfir:vunorfi?rnoirau:vu1ldl:ffutilfirrf,r ffl{lru (User) frot:cu-o:vi'l hil#tililfi
, -i y y 4 a d d- - a d 4 | s i J iu Y

drurnur?lorrcirn.i:yuuFtoilfrrrsloiLLau:uuua1:autrfia1ntn50{n0ilil?Lelo:Yiaq!n:iu aoal:LnaOuvlLFl

ira v 6'o ro o n o 1 fl : vlr 1r ( Lo g out) vr-ufi rfi orJ fr tG 16 nlEil ru

ururr.J fr 
rimlunT :in urnrurTunlrJ aa nfiErdrua lrau tvlrl vl. fl .lodbb I oerr
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" nfidnli'r:vuudr:a{$o{:uuu611:6lutvlr[
(Disaster Recovery Site)

inflil:card
c

rfia6'orlr'r:yrudr:o.rno.r:vu!41:aurvrrr"[#oejluanruniodritru lflsnr:dr:olrio4a a1:autvtFI-- ! U

irasnr:ri6udoilaar:auryrfl raufl1:{'nlirru,rur3ur:nruriotfiolluanrrvinqnrirual:autvtFl flo{fl:}r
!s

afiiauuuBnl:arrr1fl fi116':r:rnr:u:^ur:nrtrtf,ur6'ruar:auiurt nr:tmBuunrrilv,lioln:fiqnrfru L[aufl'ti
qi-j

ai q 
^ 

e o Y Y4 Y \YY Y A

u3yr:nruriouf,ot'luanrrvinqn6'rualiaurflfl tuaunr:a'1:olrio4auavq'6u{oqaar:autflali6xuudr ifro

lri'atrr:nr.Jnffirrumrunr:fi016'od'xrioufiorufiluanTrvinqn^ra:'our,lqnr:aiqnrfiurirll rravar:rr:4fl6u

iuuual:aurvrol6'nrulu:yuur?alfiruil'ruail uauallr:ald'lrualrffuLvtFt ldodxriorfior

uTuurs

",. 
fior:rur6'nrdofl:uuua'r:4utfl6firilil'ruaulunr:o-orl4r:vulair:0fl#oq"[uanrvlnSolhitru

to; 6'odrur.rur5ur:nmrnorfiorluanrrsinqmfrruar:autvrfil;o.i n:larfuar.4ulBnl:atflT\ rfio'lrfiarur:a
v a \v 4 Y I u I qY 'u duY

u{rfilar:au;rrtld'm111lnfrodrlriorilol uavmaqJiutJ;quruurllnar?11461}J1:61!5utt Lrloul{t143.J1u4il LLaufionnao.l

rYunr:l{mum1}Ja1:na
o v ! - ^ 

<! -'1- .a-- 'i -----'
en. riruunu{rfruaynrruiuilntourorunalfl:il8tta:uzu9rtoun''ltJLLt'luu:1,1''l:n?1iln0Lu0{ 1J0{fl:3Jqs

arir arluui nr:atn rm dru a 1: au til fi

d. yflao!anrvrrioddrru:vrunorfi?raoittau:ulJ1Ja1:auLrfi ttauivu!d1:otmttuzuulSvr:
,joAyvtea,&

nrruriorfiofluanmvinqrto'ruar:aurvrrltlo{ n:ilaillaqul5nr:qtfl1rl 0u1{uou!0v o o5{

a. riruusrnrrufirornr:lfrt6luuoiavtio Inufrorfinr:rJgrl6drfiulllorioanrnnmlrdutfiuouiut6'

1J0{14U2u{',lU

uuarJgri6

o. n{rrvmrTuTadar:rnrryrnfio$'rn{r:vwar:auLvrfl$au:uuurir:o{rloqluanrul6oul{n,u loufi"fumou 6'{d

".r {orua:vuu (Administrator) q-0imiuqrJn:aid'trrfluettaiunr:rtr:oldoqa uavnr:q'6udoqa

a1:ffutilfl

o.fo ri'qua:vul (Administrator) ritaun;rJuuunr:eir:o{cioUato{:vUlJnr:a'r:o'l{oqa

(Backup System) 6":d

o.b.o :rudo:srunaufr'rrmoiuav:vuua1:autufifit6'iunr:fi or:rurfro16on 6'ld

(o) :vulnotfrr tnaiunto.lqnrlrurafi ou (VirtuaI Desktop lnfrastructure : VDI)

(to) :vuufi nn1iln't:e{'ltfrun1:to{Tn:{nr: (Tracking System)

(en) :vruonuuru6tfinfl:ofinri (r - Mail.)
uS

(<) :vuuairrintrudmlul-fi (E - office)

(a) :sular:u::rudt6nv:ofrnei (E - sarabun)

(u) :v uu n r:uiur : nr : t l^u nr : et 6'l n r n Yg(:vuu d rS n vr : 0fi n ri (G FM l s )

o.to.lE druunyJuuut:dr:orrioqaramrvdrufifinr:tfildutr (lncrementat Backup) r,tio
, ia ,i , r ^---i1^.

rav,r1 ua?u?iiln r : tlauu uild.i (Differe ntia[ Backu p) 1 niu

- .t t ae
*u':r,J fr u-fi lu n r : in rgr rr ar ttulu n.: il a o rr n"u eir u a 1 : a u til fl il. n. bdblo I o d



o.to.6n rilliuor;rJulunr:dr:or{o4auuraug:rri (Ful.L Backup) rqnf,'tJnrduar4n16ou ra'rd

iriorornn{rrunTuTadar:auryrrtdrirrfrunr:dr:or{o4a:vuunoufi:tmoi uav:suua1;autvrFluuuauq:a5 {rul.t

Backup) 1 n:vuumudtt6'iunr:cir:otriorya6'r u

..* frq1ua:vru (Administrator) fro.rfiud:reras16uotiuuna"lrvrilrrrirra6n (Magnetic Tape Drive)
UU

ra6aorJn:aidr:omioxa6ulnfikieirraiunr:;ir:orrioua t6'uri :duuunr:dr:orriorauu!:ruiuuio:rufr'ilflr1ilU.uu$
44uYu^YuY<o9

u:0:1utfl0u ?urLavr?a1 ttaury:!riatou 11r:0tJvr.inl?aa0uFr?1]r0nn0{a8JHI6utJ0.in'r:a'r:0{tJ0ila
v

o.d p,lFlLLdruuu (Administrator) olorrirrauor:rJrruunr:ri6udoUauoc:vuunr:a"r:ordaUat!u t I s $ u {

(Bac ku p System) Ter ufi nrrirfi rrav gr.l urul n"lfi

o.d.o nr:!'6u{o4a:T orluornmd'urvrrJruitu6n (Magnetic Tape Drive) raioqrJn:a5eir:o.r{aqao'u
a *tvo - o Y -lo Y ''[0rfr"[.6rirraYunr:a'r:orrio4a fieir:oeioqatanrvdrufifinr:ufrrfiuur (lncrementat Backup) raiovr'air:ardo4a

tanr v dr ufi fr n r : itJ a' u u ruJ al ( D iffe re nti a L Bac ku p)

o.d.to nr:8'6urio4a:rua-rJorrr,ir,tio:reJin'ouornnduuvnJuilua6n (Magnetic Tape Drive)

uioqrJn:niair:omio4adulervrldrirraYunr:air:or{o4afirir:or{oqa uruaul:ai (Fu|.I Backup)

ro. n{trvrnTuladar:aurmrto'rrfrunr:6'nrirunruuiur:nrruriotfiorluanrruinqnd'rua1:autrfl
I

fla{n:ilfifiuauuuinr:arnrn rfiolri'atrr:n16rruar:autvfit6'n1:Jr,Jn6odrrsiordor o'rd
iq

ro. o rir vr u n rifi ra rir fi iu fi er t o 1J : u tJ ! a 1 : a u Lvl fi

tE. tE rita u er fr fi ra rir fi Yu fi or t o u : u 1r u 6{1 i o I do il a a r : a u tu rt!U

tE. * rita u or frfi r,r rir fi Yu fi o t o u n r : d'ar dr tp,r u d.l n d rr
o d I tu I d'

te1. d riluun LY! :U1-i:.1 LLr,luo{ fl d'l?Vl fl o lJ
i9

6n. ndruynTulaEar:auryn6'orrrhrfiunr:ilnao!anlflnrrrnioll{t1utlo.i:vlJ!norfirtmoi :vru
t,

fl1:auryfi riaraar:auryrfi lLav:uuudr:or mu:vd'unrrtrtf;urfiuouiuld'odr{riou tJav r nY.r
!

{ln uzuurm58iln?1}J1\50lJn:6uqntau Lun:6uvr HJa1il1l6ro1luufl1:01u?6fl1:vr1{oLanil5oufla ttau

uruunr:dr:or{ora n:rariuauulSnriarn'rv{ :?ilfi{n1:ilqaauafl1v,{nm:ruioul{mul6rir{ouatrj:rulTluunru'-- ---d i 9 !

uBrar:nrr:rmarflorluanmvinqmfiruar:autmmlo{ nflJafilaquuinr:atnlil :ruavudernil:rnflrlrJLonamnmzulnn

J.Jarrrd4t
' raEorf;oriL{i6nr:6u1q fren'irerrunruriraufirdrutvn1uladar:autusuastniotirs

uiu:r.Jfru-fi'Lunr::-nurnmu:iun.:ilaoorn-udrual:au[v1pt r'{.n.redble I oc(
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" fl 1 Ter :? o6t au Ba uil : u rfi u n r r u rd s {6r u ar :au ril n

(Ris Assessment and Risk Management)

imatJ:va{ri
icrd 'aeA5) A v oqv.Jl

ufrolrailuurvrrrr-lfrf61unr:rr:?0ao!ravil:vtfrunrutfrurd'ruar:autvrFl lii[tifiulo'jruTuuruuav

uuurtJfrffrlunr:fnurnrr:iflun.lrJaoorfiu6'ruar:aurvrnfiriruun fin:u#untilaoofiuuavurirurruaur:a
vv r d,

!fl u a allJ Lo 0 u1{1J1J: var6r'l 11\

uluuru

r. ritaurrtri'fifl1:m:'rQaauuavl:vifrun:riltf,Bloirua1:autvfl (lnformation Security Audit and

Assessment) odrqiouflav o n{l
A v o a I v 

munruhmirulrujo.iYo(lnternaLAuditor)b. n15fl:?AfioUtLAvu:UUJUn2TJHU{0u4o{Fl',lLUUfl1: LfiUtJ9]:?06
4fYa'-

u:otntJzuai?oaouoa:v6'1urr?ltJiiuntlaoni'uorflnluuon (Externat Auditor) rfiol#rail'lutru16'm:rufit
-i

:u fluFtl1il !au.i LLausuolJnrufiunrt.Jao nfl"uff 1:au tvl fl fl o.iuil? u.i 1u

uutJ6^ri6

r. rirrauor"lri'fin1:rt:?xaouuavl:vmunmlra'0.r6'rua1:auLvrrl (lnformation Security Audit and

Assessment) odTtriouflav r nit
tE. rirrauprl#fi frn:roaou uavrj:v tfiunl:r rfi ul6'ruar:autilfi d'{da v 't "'uilrvrJ16u1#rirrfiunr:Toruneirm:roaauto.o fl't5fl5?AA0UmUJ5UtilUn?TJtflU{OlUA15AUtyHUlUAlUfifll$J16u Ll49rltuufrTiL9rt i

nrulu (lnternaI Auditor)

rr.u urnfinrul:va.rrin:loaoruavil:vffiunrrrulf,urriruar:autmnt8ttvnfrn lri'o'rrfrunr:Tou
,4Y'
nim:aoaouda:vdrunrufiuntrjaoofi'uo1nn1uuofl (ExternaI Auditor)
U,

*. riruuottu?vn{fl 1:rt:?oaouuavil:vffiunrutf; ul6'ruar:autvrn 61fi

*.r ffn:roffoufio$'rn{r:tomuvr5ol{orauoLruulunra:roaouuavil:vufrunrrutfiordruar:autvn
!

m.ts ndiliilnTuTadar:aurunfr'ordrurun?llJauq?flLrriain:roaou"[un1:n:?aaousiouaddt6'6u-qu!

ar:auLilfla1:aurflfi tri'uuunnr:rr^or#rrnioqfiooonelfl:u1rufil#uinr:oil u6o:vulvt'lfflunr:fi'ruulrau

ritaunl#frm:raaoua1il'r:nurirfirdouafisr'rrflu6'otrr:':oaoutfruuuejTul6'odrttdur (Read onl.y)U!
v v v A J < -hrr

en.b hlFli?06ol6oruo'lnflilrduruas:vUa?''rtJ:utt5{tartnEorfiofrltTlunr:m:roaouuavrj:vffiu_- u I i

a?'riltau.i
L-. r v d Y

en.e'/ {flra:uuu (Administrator) 6'orrffurioqao:'re:aosrfi?rmoi {Log Fil.e) tor{rr:?0aoutflu
u te t u Y o - d I a q

:yuvrrar'Lrifounir c<o iu rlllJlr:u:ltUtu{6?10?un1:fl:uM1n?lil,.intnu?n!n0}J1I'tLrto: il.Fl. tEddo ttau
A*;^
vr LLfl LlJ t11rlJ tgtlJ

*.* lun:nifirirr:roaousirrflu6'orurirfirdouarir6'ru1ri'ndlrvrnTuTaEar:autvrt airrrirrurrirrair_-u-$uq
uZ,<qvuqvo4s-jjd4tdudu!,dl
cla:Ja{u Lou Lr,tzun:r0ao! Lt{1u[auyr1a1uus0a! LnBvruvrvrFr:']flao!taia il:0141flU:uff.inaotnut0UauutlJu--ii-'--'' -'-- 'u !

ra6'norulri'ru6'r nril rvrrrTuTa 6 ar: au lurtv :rl
41

en.< ndrrunTuTa6ar:autvrsfrotd'oa::oiln:aifiqt'ru{Ju6'at"lfflunr:n::oaoutfr{tflnfrn
7rl

4' 4 <'qq < 
^ 

d

en.a Lun:rulrnl:frnm{ro50.irio?iLt[un1:n:?a!:u$]un?1iltau{:u1J1JFlolJ1\?tnol lLauSuuu
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